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1 Introduction




1.1  Executive Summary





The Open Buying on the Internet (OBI)™ standard is an open, flexible framework for business-to-business Internet commerce solutions.  The initial focus of OBI is on automating the high-volume, low-dollar transactions between trading partners that account for 80% of most organizations’ purchasing activities. The OBI Standard V1.0 was published in May 1997 and included the OBI business vision, business requirements, architecture and V1.0 technical specifications. 

OBI Standard V1.1 was published in June 1998.  It replaced the OBI technical specifications contained in Section 5 (and related Appendices) of the OBI V1.0 Standard. It did not replace Sections 1-4 of the OBI V1.0 Standard, which provided background information on the business process, business requirements and architecture. 

The OBI Consortium oversees the development of the OBI Standard through its track groups. Membership in the OBI Consortium and participation in its track groups is open to buying and selling organizations, technology companies, financial institutions, and other interested parties on an annual fee basis. 

The OBI V2.0 technical specifications are the result of work conducted by The OBI Consortium from July 1998 through March 1999.  The key changes introduced in OBI V2.0 affect the following areas of the OBI V1.1 specifications:

· The Document: The OBI specification was re-organized to present the business processes first with the goal of assuring understanding of the process prior to implementation and technical considerations.  The new structure of the document will help eliminate duplication of content in different areas of the document and help ease the process of modifying the Standard for future additions and enhancements.

· OBI Order Request and OBI Order Structure: Appendix B Tables B-5 and B-6 replace OBI V1.1 Tables 5-1,5-2,5-3,C-1, and C-2.  OBI Order Requests and OBI Orders are no longer represented as being identical.  The new tables will show changes to mandatory and optional segments, ownership of each segment, and which elements can be used in each segment. 

· Implementation Notes: A section has been included as a guideline for suppliers to use during implementation of OBI solutions.

· Transmitting Optional Profile Information: Additional name value pairs have been added on per-supplier basis to account for the informational needs of supplier catalogs, to track the OBI Version number of the application, and to minimize the buy-side information required to be held by the supplier.







1.2  Purpose





The purpose of the Open Buying on the Internet (OBI) specifications is to provide a standard framework for secure and interoperable business-to-business Internet commerce with an initial focus on automating high-volume, low-dollar transactions between trading partners. 
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Figure 1-1  Four Entities in the OBI Architecture
In the OBI architecture, a requisitioner at a Buying Organization uses a Web browser to interact with a specialized catalog at a Selling Organization.

If the requisitioner places an order, the Selling Organization will transmit an order request to the Buying Organization’s purchasing server for approval and/or additional information.  

The Buying Organization may approve or reject the order, perhaps after passing it through a workflow process of some kind, and return an approved and completed order to the Selling Organization.








The OBI/2.0 technical specifications focus on the aspects of this process that are the most critical to interoperability among trading partner systems in the near-term:

(1)  the standard process by which a requisitioner accesses a specialized catalog at a selling organization 

(2)  a standard data format for order-related information that is exchanged between trading partners 

(3)  standard method(s) for transmitting order-related data between organizations, and

(4)  standard security mechanisms for authentication, secure communications, and non-repudiation.


The OBI/2.0 technical specifications include information on:

· the EDI specification for formatting electronic order and order requests for transfer between buying and selling organizations

· how to encapsulate EDI-formatted data into OBI objects that can be sent to OBI-compliant trading partners

· how to use digital signatures to sign OBI objects

· how to securely transmit OBI objects to OBI-compliant trading partners over the Internet

· a description of the OBI authentication model

· a framework for using and managing the digital certificates that are required for authentication 







1.3  State of this Document





This document supersedes OBI version 1.1 technical specifications published in June 1998.  The OBI Consortium will initiate additional revisions to the OBI Standard as they become necessary.

This document is intended for public distribution. Additional copies may be obtained through the OBI Consortium at www.openbuy.org.






1.4  Intended Audience





The Open Buying on the Internet technical specifications are intended for use by buying and selling organizations, technology companies, financial institutions, service providers and other organizations implementing business-to-business Internet commerce. 




1.5  Contact Information





For further information on the Open Buying on the Internet (OBI)( standard contact the OBI Consortium at www.openbuy.org.

 




1.6  Structure of this Document





This document is divided into following sections:

1. An Introduction to the Open Buying on the Internet (OBI)( Technical Specifications.

2. The Standard which summarizes the model of business-to-business commerce on which the OBI architecture is based as well as the technical standards on which it builds. Then it outlines the standard process by which requisitioners gain access to supplier catalogs for the purpose of generating order requests.

3. OBI Objects, which contains the specification for the data structure used to exchange order-related data between trading partners.

4. Specification Information which compares the OBI Standard to the EDI Standard and  gives a brief description of the data requirements for implementing OBI.

   


5. Data Structure, which contains the EDI specifications for formatting OBI orders and OBI order requests.

6. Transmission of OBI Objects, which defines the standard mechanisms for transmitting OBI objects between trading partners.

7. Security: Digital Certificates and Digital Signatures, which defines the mechanisms by which parties to an OBI transaction establish their identities.  This section includes the specifications for use of digital certificates with OBI systems and details the data format for attaching optional digital signatures to OBI orders and OBI order requests.

8. Implementation Notes which give companies additional references to ease the process of implementing OBI solutions.

9. Compliance, which details the minimal level of implementation required in order to promote interoperability.

10. The Appendices, which include a glossary of terms, figure and table references, and the OBI order format EDI Specification.






2 The standard




2.1  Overview





The OBI architecture is built on existing standards in order to maximize interoperability and decrease implementation costs.  This section specifies the standards utilized within the OBI architecture.  These are summarized in the following table and discussed below.




Purpose
Standard
Existing Examples


Content Display
Evolving standards for Web browsers (currently based on HTTP and HTML) as specified by the W3C
Netscape Navigator V3.0 or later; Microsoft Internet Explorer V3.0 or later


Order Requests and

OBI Orders
X12 850 EDI standard


OBI/2.0 order format specification (defined by the OBI Consortium)


Order Transmission
HTTP 1.0 using SSL 
HTTP servers available from many vendors including Netscape, Microsoft, 

Oracle


Secure Internet Communication
SSL V3


SSL supported by many vendors including Netscape, 

Microsoft, Oracle


Cryptography
SSL V3 API

Public Key Cryptography

      Standards (PKCS)


Netscape SSL API

RSA BSAFE

Microsoft CryptoAPI


Public Key Certificates & Certificate Authorities
X.509 V3 certificates
GTE CyberTrust 

Verisign 



   Table 2-1  Technical Standards Relevant to OBI




Content Display
Electronic ordering must be easy to use from the perspective of a requisitioner and necessary software must be easy to deploy and support.  World Wide Web browser software exists for a variety of platforms and is supported on desktops within an increasing number of organizations.  This software (which is evolving rapidly in terms of capabilities and protocols) will be the standard for displaying information on requisitioner desktops and interfacing to most corporate applications including electronic ordering.  The OBI standard currently supports Hypertext Markup Language (HTML) as specified by the W3C.  The recommended browser software is either Netscape Navigator V3.0 or later or Microsoft Internet Explorer V3.0 or later.







Order Formats
It is essential that all systems be able to communicate despite platform and implementation differences.   A common format for electronic orders will provide interoperability among systems managed by different organizations and simpler interfaces to external systems.  The ANSI X12 EDI syntax provides a proven encapsulation for the most common purchasing documents and provides ease of connectivity with existing EDI systems in the U.S.   

OBI/2.0 specifies the use of a subset of the X12 850 (version 3040) standard for two standard documents associated with OBI-style electronic ordering, Order Requests and OBI Order.  An Order Request is generated by a Selling Organization based on the content of a Requisitioner’s “shopping cart” and implies no corporate approval.  An OBI Order is generated and approved by a Buying Organization.

In the future the OBI Consortium may provide standard order formats based on EDIFACT and/or XML and may add additional document types.

 




Order

Transmission 


A common protocol for transmission of standard order documents will provide interoperability among systems managed by different organizations.  The HyperText Transport Protocol (HTTP) is a proven and widely adopted Internet protocol as it has been the core transport protocol used within the World Wide Web.  OBI/2.0 specifies the use of HTTP (using SSL) to transmit OBI Order Requests and OBI Orders.




Security
The OBI architecture supports a number of existing security standards including Internet protocols for secure communications, public key cryptography, and digital certificates.

Secure Internet Communications.  There are many ways of securing communications between World Wide Web servers and browsers.  For generic secure communication between OBI entities, including those requiring strict levels of security, the OBI-specified protocol is SSL V3. This protocol covers the widest range of potential implementations of network software components.

Public Key Certificates.  The OBI architecture relies on digital certificates for identification of individuals, organizations, and machines.  These certificates will be based on the X.509 V3 standard. 

Cryptography.  The standards in the area of public key cryptography are rapidly evolving, as are the tools that support these standards.  OBI specifies the use of PKCS #7 for digital signatures.  Currently, RSA offers their traditional toolkits, BSAFE and TIPEM, which support the PKCS #7 standard.  There are also higher level toolkits available for developing secure applications. For example, Microsoft offers CryptoAPI.  Netscape and others offer commercial SSL implementation toolkits. 







2.2  Y2K Statement





Year 2000 Policy

The X12 003040 specification for the Purchase Order (850) transaction contains several date fields with a year format of YYMMDD.  When formatting dates for transmission in OBI EDI documents, OBI compliant applications should apply the X.509 ITU-T recommendation for Year 2000 (ISO/IED 9594-8: 1997 standard).  This standard specifies that the two-digit year format should be interpreted as follows: If YY is 50 through 99 inclusive, it is assumed the year is 1950 - 1999.  If YY is 00 through 49 inclusive, it is assumed the year is

 2000 – 2049. 







2.3  The OBI Model





The OBI architecture is based on the following model of business-to-business commerce:

1) 
A requisitioner, using a Web browser, connects to a local purchasing server located at the Buying Organization and selects a hyperlink to a Selling Organization’s merchant server containing an on-line catalog of goods and services.

2)  The Selling Organization’s server authenticates the requisitioner’s identity and organizational affiliation based on information presented in the requisitioner’s digital certificate. Authentication information is used, in conjunction with profile information optionally presented by the requisitioner’s browser, to uniquely identify the requisitioner and to construct a specialized catalog view. The requisitioner browses the catalog, select items, and “checks out.”  
3)  The content of the requisitioner’s “shopping basket” and identity of the requisitioner is mapped into an order request (EDI-compatible) see Appendix B Table B-3. A digital signature is calculated (optionally); the order request (and digital signature if used) is encapsulated in an OBI object which is encoded and transmitted securely to the Buying Organization over the Internet using HTTP and SSL.  In OBI/2.0 there are two alternative methods for transmitting an encoded OBI object containing an order request over the Internet using HTTP.  These are referred to as the server-to-server method (step 3 in figure 2-2) and the server-browser-server method (step 3a-3b in figure 2-2).  The Buying Organization server receives the encoded OBI object, decodes it, extracts the order request, verifies the signature (if appropriate) and translates the order request into an internal format for processing.
4)
Administrative information (including payment type) is added to the order request at the Buying Organization (automatically from a profile database and/or manually by the Requisitioner), and the order is processed internally either automatically or through a workflow-based process. 
5)  The completed and approved order is formatted as an OBI order (EDI-compatible) and a digital signature is calculated if desired see Appendix B Table B-4. The order (and digital signature if appropriate) is encapsulated in an OBI object which is encoded for transport and transmitted securely from Buying Organization server to Selling Organization server via the Internet using HTTP over SSL. The Selling Organization receives the encoded OBI object, decodes it, extracts the order, verifies the signature (if appropriate), and translates the order into its internal format.

6)  The Selling Organization obtains credit authorization, if necessary, and begins order fulfillment. 
7)  The payment authority issues an invoice and receives payment.
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Figure 2-2  OBI Architecture. The OBI/2.0 technical specifications focus primarily on steps 2, 3, 3a, 3b and 5.

These technical specifications describe the following aspects of the OBI architecture:

· requisitioner access to Selling Organization catalog

· format for Order Requests and OBI Orders

· use of optional digital signatures 

· encapsulation of orders and order requests in OBI objects

· secure transmission of OBI objects using standard Internet protocols

· authentication of requisitioners and servers including use of digital certificates







Note:

It is not mandatory for an OBI Purchase Order to be created from an OBI Order Request that was created during the same purchasing session. For example, a buyer may create a template from an Order Request for frequently ordered items. This template may be used to create an OBI Purchase Order at some time in the future, bypassing the first three steps of the OBI model. The OBI Purchase Order will not be created from an Order Request created during that purchasing session, and Purchase Orders created from templates will not contain the supplier transaction number or the original order request date. Purchase Orders created from templates might not be based on current pricing or product availability. Trading partners should discuss how these issues would be handled. 







2.4  Requisitioner Authentication Using Digital Certificates





Prior to allowing the requisitioner to access the catalog the Selling Organization’s server needs to establish (and store) the identities of the requisitioner and the company with which the requisitioner is affiliated.  Both trading partners need to be able to trust that these identities have been reliably established prior to catalog access.  The Selling Organization needs to be assured that the requisitioner is who he says he is and the Buying Organization needs to trust that the Selling Organization established these identities prior to revealing sensitive pricing information or allowing the individual to generate an order request on behalf of the company. 

In this authentication step, X.509 Version 3 digital certificates and the Secure Socket Layer (SSL) Version 3 Protocol are used for mutual authentication of the requisitioner and the catalog server.  As part of this authentication, the Selling Organization’s server verifies the requisitioner’s certificate and obtains the authenticated Common Name (CN), Organization Name (O), and Electronic Mail (MAIL) address from the Subject field of the certificate as well as the Organization Name from the Issuer field of the certificate. The Selling Organization uses this information to a) determine the catalog information the requisitioner is authorized to see, b) populate any resulting order request with requisitioner identification information, and c) identify the appropriate trading partner to whom the order request is to be sent. 

The use of the Secure Sockets Layer (SSL) V3 protocol and X.509 digital certificates provides the Selling Organization with cryptographic assurance of the identity of the Requisitioner, and provides the Requisitioner with cryptographic assurance of the identity of the catalog server. SSL V3 in conjunction with digital certificates is the standard, required authentication mechanism for OBI catalog access. 










The identity of the requisitioner is derived from the Subject and Issuer fields within the certificate.  Specifically, the requisitioner is identified from a combination of the Subject Common Name, the Subject Organization Name, the Subject Electronic Mail address, if available, and the Issuer Organization Name.  If additional information is needed to unambiguously identify the requisitioner, the Buying Organization has the option of transmitting a unique requisitioner ID during catalog access as a name-value pair in a hidden field in an HTML form (see section 2.5 for details).  

The identity of the company with whom the requisitioner is affiliated is derived from the Organization Name within the subject field of the certificate. The Issuer Organization Name is used to verify that the Certificate Authority (CA) that signed the certificate is an authorized Certificate Authority for this trading partner.

The process of requisitioner authentication to the catalog site includes the following steps:

· Selling organization pre-configures its catalog server to require a certificate for access control

· Requisitioner requests connection to selling organization catalog

· Requisitioner’s browser presents a certificate in response to server request

· Selling organization server verifies that the certificate is valid and retrieves and stores information from the certificate including the Organization Name from the Issuer Name and the Common Name, Organization Name, and Electronic Mail address (if available) from the Subject Name.

· Selling organization checks the Subject Organization Name and Issuer Organization Name with information stored in its databases to determine whether the certificate is acceptable for catalog access.

· Optionally, the selling organization retrieves and stores requisitioner profile information from the HTTP POST specified in section 2.5 and uses data from the POST to further define the custom catalog view 

· Selling organization presents customized catalog view

OBI authentication specifications requires:

· Browser and server must support SSL V3 or later

· Browser and server must have valid certificates installed that meet OBI requirements

· Catalog site must be able to authenticate the requisitioner based on the Requisitioner certificate

· Requisitioner browser must be able to authenticate the requisitioner based on a certificate

· Information, including Subject Common Name, Subject Organization Name, Subject Electronic Mail address (if available) and Issuer Organization Name, must be retrieved from Requisitioner certificate and made available to server-side applications 

See Section 7 for additional information on authentication and digital certificates.







2.5  Transmitting Optional Profile Information





OBI/2.0 specifies an optional mechanism using OBI-defined name-value pairs to enable the buying organization to transmit minimal requisitioner profile information within hidden fields in an HTML form using the requisitioner’s browser.  Use of this optional mechanism must be agreed upon between trading partners to insure appropriate support. 

This optional mechanism is defined in this section.




There are two situations where Buying Organizations, at time of catalog access, may need to provide Selling Organization with requisitioner profile information beyond the Common Name and Organization Name contained in the digital certificate.  These are:

1) More information is required to uniquely identify requisitioner

If the Common Name and the Electronic Mail address in the requisitioner digital certificate do not uniquely identify the Requisitioner within the Buying Organization. 

2) More information is required to establish appropriate catalog view for requisitioners

If the Selling Organization requires additional information beyond the Subject Organization Name in the requisitioner certificate to establish the appropriate level of granularity in the catalog view. For example, if Selling Organization requires an account code.




In these cases, two trading partners can agree to have the Buying Organization’s server pass the additional profile information to the Requisitioner’s browser in OBI-defined name-value pairs within hidden fields in an HTML form at the time the requisitioner selects the Selling Organization’s hyperlink.  Using the HTTP POST or GET method, the requisitioner’s browser will be directed to transmit the name-value pairs to the Selling Organization’s application.  








To standardize this method, OBI/2.0 specifies these parameters for passing profile information in name-value pairs from Buying Organization to Selling Organization.  These parameters are described as follows:

Parameter:      OBIREQID

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII string assigned by the Buying Organization that uniquely identifies the requisitioner within the Buying Organization site. The Selling organization will use the value of OBIREQID, if available, to identify the requisitioner in the order request.

Parameter:      OBIBILLACCT

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII string typically assigned by the Selling Organization that is used by the Selling Organization to identify the specific trading contract (or subdivision) within the Buying Organization with which the requisitioner is associated.  The Selling Organization will use this value, if available at time of catalog access, to determine the specialized catalog view to be presented.

Parameter:      OBISHIPACCT

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII string assigned by the Selling Organization that is used by the Selling Organization, if available at time of catalog access, to identify shipping information for the requisitioner. 

Parameter:      OBITRANSPORTMETHOD

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            Either "S2S" Server to Server or "SBS" Server Browser Server.  An ASCII string assigned by the Buying Organization describing the transport method used  to identify the post back of an OBI Object to the buy-side site.  The supplier will use this to identify the recipient of the Order Request.







Parameter:      OBIHOST

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII string assigned by the Buying Organization server name or IP address that  uniquely identifies the post back URL for the buy-side site.  The supplier will use this to identify the recipient of the Order Request.

Parameter:      OBIPORT

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII numeric value (usually will be 443 for SSL) assigned by the Buying Organization server port number that uniquely identifies the post back URL for the buy-side site.  The supplier will use this to identify the recipient of the Order Request.

Parameter:      OBIPROGRAM

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII value assigned by the Buying Organization server port number that uniquely identifies the post back URL for the buy-side site.  The supplier will use this to identify the recipient of the Order Request.

Parameter:      OBICUST1-10

Status:            Optional 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            An ASCII string assigned by the Buying Organization that is used to uniquely identify that user or organization to the catalog.  The parameter can be any string that is recognizable by the supplier catalog.

Parameter:      OBIVERSION

Status:            Mandatory 

Occurrences:  Single

Usage:            Buying Organization server to browser to Catalog server

Value:            A four byte field using <major>.<minor> number scheme to indicate a version of the OBI calling application.










Example when using  OBIREQID,  OBIBILLACCT,  AND OBISHIPACCT:

An HTML form downloaded to the requisitioner’s browser from the Buying Organization’s server when the requisitioner selects the hyperlink might contain the following commands if the requisitioner were an employee of the fictitious company MegaCorp.  This is the raw HTML and does not reflect what the requisitioner would actually see on the screen.

<FORM METHOD=POST OR GET ACTION="https://www.supplier.com/cgi-bin/mycgi.exe" >

<INPUT TYPE=HIDDEN NAME=OBIREQID VALUE=" <my requisitioner id >"  >

<INPUT TYPE=HIDDEN NAME=OBIBILLACCT VALUE=" <my billing code> "  >

<INPUT TYPE=HIDDEN NAME=OBISHIPACCT VALUE=" <my shipping code> "  >

<INPUT TYPE=SUBMIT NAME=" Click here to proceed to Supplier site”>

</FORM>

 In this example, the name-value pairs associated with the hidden fields, OBIREQID, OBIBILLACCT, and OBISHIPACCT will be transmitted by the browser to the CGI program mycgi.exe at the path www.supplier.com/cgi-bin when the requisitioner selects the button labeled “Click here to proceed to Supplier site”.  The requisitioner must be successfully authenticated prior to the processing of the name value pairs.  See Implementation Notes in section 8.3.







Example of catalog access POST Fields:

?OBIHOST=obi.openbuy.org&OBIPORT=443&OBIPROGRAM=receiveobiorderrequest.exe

IF OBITRANSPORTMETHOD is "SBS" (server browser server):

http://OBIHOST:OBIPORT/OBIPROGRAM
ELSEIF OBITRANSPORTMETHOD is "S2S" (server to server):

The OBI Object is sent to the program or script identified by OBIPROGRAM on host: OBIHOST and port number: OBIPORT.







2.6  Catalog Access





This section defines the standard process by which a requisitioner using a standard Web browser gains access to the catalog site maintained by a trading partner.

In the initial steps of an OBI purchasing transaction, a requisitioner, using a Web browser, connects to a local purchasing server located at the Buying organization and selects a hyperlink to a Selling organization’s merchant server containing an on-line catalog of goods and services. The Selling Organization’s server authenticates the requistioner’s identity and organizational affiliation based on information presented in the requisitioner’s digital certificate.  If the requisitioner presents the appropriate credentials, the Selling Organization server presents a specialized catalog view.  See Implementation Notes in section 8.7.

During this catalog access, a Selling Organization determines the requisitioner’s identity and the organization affiliation. In addition, some Selling Organizations may need more granular information such as the specific trading contract and shipping destination associated with this requisitioner.  The Selling Organization uses information obtained during catalog access to:

· construct the appropriate specialized catalog views for requisitioners

· provide requisitioners with access to their personal order status and order history 

· properly identify requisitioners on order requests that are sent to Buying Organizations

· transmit the resulting Order Request to the right place for processing

The catalog access step (step 2 in Figure 2-3) requires requisitioner authentication and optionally includes the transmission of standard requisitioner profile information from Buying to Selling Organization.  Catalog access relies on HTTP, SSL, HTML forms, and X.509 V3 digital certificates.  
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     Figure 2-3  Requisitioner access to a selling organization

      Catalog is step 2 in the OBI model shown above.







2.7  Identifying the Requisitioner in the Order Request





The selling organization uses information obtained during the requisitioner catalog access to identify the requisitioner on the OBI Order Request when it is sent to the Buying Organization.  The following steps summarize the information flow:

1. Selling Organization retrieves and stores Subject Common Name, Subject Organization Name, and Subject Electronic Mail address from requisitioner certificate when requisitioner requests access to catalog.

2. Selling Organization retrieves and stores the OBIREQID from the optional Name Value Pairs, if available during catalog access, following successful authentication by requisitioner

3. When Selling Organization constructs the Order Request, the requisitioner identity information is included in the EDI transaction as follows:

· If the OBIREQID is available, it is included in the order request in the N1 segment with N101=EY, N102=<Subject Common Name>, N103=92, and N104=<OBIREQID>.

· Alternatively, if OBIREQID is not available but a Subject Electronic Mail address is retrieved from the certificate, then it is included in an N1 segment with N101=EY, N102=< Subject Common Name>, N103=92 and N104= <Subject Electronic Mail address>.

· If neither OBIREQID nor Subject Electronic Mail address is available, then Common Name is included in N1 segment with N101=EY and N102=<Subject Common Name>.  

See Implementation Notes in section 8.1.




3 OBI objects




3.1  OBI Data





OBI/2.0 data may include one order request or order in a format specified by the OBI order format specification.  See Appendix C for the detailed OBI Order Format EDI Specification.

Since OBI data must be received by the recipient in the exact form it was produced by the sender, data should be in a format which can be processed by any platform.  In particular, textual data must have end of line delimiters converted to <CR><LF> and isolated <CR> or <LF> are not permitted. 







3.2  Structure of an OBI Object





An OBI object is the standard data structure used to exchange order-related data between trading partners.  An OBI object has five fields as described below.  Multi-byte values should use network (or big endian) byte order.
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               Figure 3-1  Structure of an OBI Object
The version field is four bytes in length.  It uses a <major><minor> numbering scheme to indicate a version of the OBI object. The major and minor numbers should be treated as separate 8 bit integers with the major number in the most significant byte and the minor number in the second byte. The third and fourth bytes are reserved for future use and must be zero.  This document defines the “OBI/2.0” version of the OBI object format which would be represented with the bytes: 2,0,0,0.  In the future the major and minor numbers may each be incremented higher than a single digit and the third and fourth bytes may be used.  

The data_length field is a 32 bit integer which represents the number of bytes in the OBI data field. 

The OBI data field is a variable length string containing an OBI Order or Order Request in an OBI-specified EDI format. 

The signature_length field is a 32 bit integer which represents the length in bytes of the signature field. This field must always be present and should be 0 if no signature is included.

The signature field is a variable length field which contains a signature on the contents of the OBI data field. The content of the signature field is a BER-encoded PKCS #7 data object. If no signature is included, this field is empty.







3.3  Constructing an OBI Object





An OBI object is constructed as follows: 

1.  
Order content is formatted using the OBI order format specification, as described in section 5 and Appendix C, which is based on the ASC X12 850 standard. The result is an OBI Order or Order Request.

2.  If a digital signature is desired on the OBI Order or Order Request, this is encoded using the OBI digital signature specification which is based on the Public Key Cryptography Standards (PKCS) defined by RSA Data Security.  Specifically, the signing standard PKCS #7 is used as described in sections 3.4 and 7.

3.  The EDI-formatted order or order request and any related digital signature are encapsulated to create an OBI object as described in section 3.2. 

When an OBI object is received from a trading partner, it is deconstructed as follows:

1.
Base64 content transfer encoding is removed.

2.
The version field is checked.  If version number is not recognized an error message should be generated.  Guidelines to follow when encountering unknown version numbers are discussed below.

3.
The signature_length field is checked.  If it is 0 (indicating no signature) then the data field is passed on for processing.  Otherwise, the digital signature is verified (see next section for details) before the data field is passed on for processing. 





Each trading partner relationship will trade at the highest common version number.  This version number will be passed to the selling organization as part of the HTTP post for use at the time of catalog authentication.  The seller will send back to the buying organization the order requests at the highest common version number, and the buying organization will send the purchase order in the same format.  See Figure 3-2. 




                                           Figure 3-2   OBI Default Version Number Use

                                   Buying Organization            Selling Organization           Default OBI Version Number
                             1.        Version 1.1                               Version 2.0               =                Version 1.1     

                             2.        Version 2.0                               Version 2.0               =                Version 2.0

                             3.        Version 1.1                               Version 1.1               =                Version 1.1

                             4.        No version no. supplied      Version 1.1 or above      =                Version 1.1


It is proposed that the next revision of the OBI specification will issue a guideline to implementers that will set a sunset period on the implementation of past and future revisions.  The intention of this clause will be to ensure that there is not a requirement of the trading community to support implementation of these guidelines that is more than the current and two prior releases or a similar period to be established by the Consortium prior to the formalization.




  


3.4  Digital Signatures





Digital signatures are optional within OBI. When used digital signatures are based on the PKCS #7 cryptography standard and are detached signatures encoded separately from the data to which they apply.  If a signature is used within an OBI object it is a signature on the data contained within the OBI data field.  The primary benefit of a detached signature is that implementations that do not support digital signatures will be able to process data which has been signed even though they are unable to verify the signature.

Within OBI, signatures are associated with Buying and Selling Organizations and not with individual requisitioners who initiate orders.  A digital signature provides non-repudiation of origin and content for the transmission of the order or order request between trading partners.  The recipient is assured that the particular order or order request was sent by someone with access to the signer’s private key. This means an order cannot be forged or tampered with and a signer cannot deny having sent a particular order. 

It should be noted that the transport security protocol used to transmit OBI objects also provides the recipient with a high level of assurance of origin and content as used here.  The Secure Sockets Layer authenticates the sender and protects the integrity of the data stream.  If the result of the authentication step is passed along to the application, then this provides the recipient with information that can be used to ensure the authenticity of the received order. 

Digital signatures can provide two additional advantages. First, they provide evidence that can be stored for later retrieval if non-repudiation is a business requirement.  Second, they provide the opportunity to have multiple authorized signers within an organization. However, these additional benefits of digital signatures must be compared with the cost of implementation. Initial OBI implementations involving low-dollar transactions and trading partner relationships may choose to forego the use of digital signatures initially.

See section 7 for details on the format and construction of OBI signatures.




4 specification information




4.1 OBI and  EDI  Standards





The OBI order format specification is based on EDI (Electronic Data Interchange) X12 standards.  EDI provides a means of conducting structured electronic transactions between trading partners.  Traditionally EDI has referred to both the data structure of these transactions as well as the transport mechanism.  While OBI/2.0 makes use of the EDI X12 850 Version 3040 data standard for structuring order information for exchange between trading partners, transport is provided by Internet standard transport protocols as specified in other sections of this document.  See Appendix B Tables B-3 and B-4 for an EDI format of an OBI Order Request and OBI Order.

The X12 850 is a complex and flexible standard for formatting orders.  It provides a syntax that can be used to code purchasing transactions of any nature. In order to achieve true interoperability across implementations, the use of the X12 850 standard must be clearly defined.  This is the goal of this specification.  The OBI order format specification has been designed specifically to support the data requirements of low-dollar transactions, generated by end-users, involving trading partners. It allows the use of only a subset of the available 850 data segments, data elements and codes within the standard and the interpretation of these segments, elements, and codes is well-defined.  Implementation should not require the use of EDI translation software although the specification is fully compliant with X12.

The detailed syntax and coding specifications for formatting OBI Orders and OBI Order Requests are contained in Appendix C – OBI Order Format EDI Specification. Sections 4.2, 5.1, 5.2 and Appendix B Tables B-5 and B-6 summarize key aspects of the specification.





OBI/2.0 order format specifications requires that:

· Buying organization systems must be able to create OBI Orders in the format described and interpret Order Requests that are compliant with the specifications

· Selling Organization systems must be able to create Order Requests in the format described and interpret OBI Orders that are compliant with the specifications

· Use of data segments, data elements, and codes must conform with the OBI specifications, i.e.

· segments and elements must be used as specified

· segments must appear in the sequence specified

· segments specified as mandatory must be present

· data elements specified as mandatory must be used if a given segment is used

· use of  segments other than those explicitly listed as mandatory or optional is not allowed

· use of standard X12 codes must conform with the specification, i.e. fields requiring standard codes must use those explicitly selected for OBI use

· Use of OBI-optional segments or elements is at the option of the sending party but should be based on the mutual agreement of the trading partners







4.2  Data Requirements





The OBI order format specification is designed to support high-volume, low-dollar transactions involving non-production goods and services based on existing trading partner relationships.  These transactions typically involve only a few line items, next day delivery, pre-defined shipping, and terms and conditions which are based on existing agreements. The specification restricts the use of 850 data segments and data elements to those required for these kinds of transactions in order to simplify implementation and ensure interoperability.

As a result, the OBI format will not support all types of purchasing transactions. In particular, it has explicitly not been designed to support the coding of traditional purchase orders which include terms and conditions, significant line item detail, complex delivery schedules, detailed shipping instructions, etc.  It has also not been designed to support complex, high-dollar transactions or the acquisition of production good and services.

See Appendix B Figures B-1 and B-2 for a paper representation of an OBI Order Request and an OBI Order.




5 Data Structure




5.1  Overview





All OBI 850 transactions include a header area, transaction detail, and a summary area.  The header area is composed of an X12 interchange header segment, an X12 functional group header segment, and several 850 transaction header segments.  The transaction detail area includes a number of data segments containing the line item detail of the order. The summary area includes 850 summary segments, an X12 functional group trailer segment, and an X12 interchange trailer segment.  All OBI 850 transactions follow this structure.

X12/850 HEADER SEGMENTS


X12 Interchange Control Header


X12 Functional Group Header 

           850 Transaction Header Segments

850 TRANSACTION DETAIL SEGMENTS


850 Line Item Detail Segments 

X12/850 SUMMARY SEGMENTS


850 Transaction Summary Segments

           X12 Functional Group Trailer


X12 Interchange Control Trailer

Figure 5-1 OBI 850 EDI Data Structure
Within this structure, actual order data is carried in data segments which are made up of one or more data elements. Data elements contain actual data, identifiers (which characterize other data elements), or codes.   Specific data segments have assigned locations within the header, detail or summary areas.  Some segments can be used at either a header or detail level. In these cases, where the segment is used determines whether it applies to the overall order or to a line item.  For example, tax information can be included at either an overall order level or at a line item level.

X12 also includes sets of standard codes.  The OBI order format specification describes the OBI required usage for data elements, data segments and codes.









5.2 Structure and Sequence of an OBI Order Request and OBI 

            Order





Appendix B Tables B-5 and B-6 detail the use of X12 segments in OBI Order Requests and Orders, respectively.  These tables show segment positioning, required usage, content, occurrences, mandatory and optional segments, and ownership of segments and field values.  Two tables are presented since required usage of segments differs slightly for OBI Order Requests and Orders.  These differences are discussed briefly in accompanying notes and in  further detail in the segment specifications in Appendix C.

Segments that are designated as mandatory (M in the M/O column) must be present in an OBI transaction. Segments that are designated as optional (O in the M/O column) are sent at the option of the sending party based on mutual agreement of the trading partners.

Appendix C contains a traditional X12 850 specification that details OBI’s use of these segments and their data elements.  See Implementation Notes in section 8.4.




6 Transmission of OBI objects




6.1  Overview





This section defines two standard mechanisms for transporting OBI objects between trading partners over the Internet. OBI objects containing OBI Order Requests are transmitted from Selling Organizations to Buying Organizations using either a) the server-to-server method described in section 6.2 or b) the server-browser-server method described in section 6.3. OBI objects containing OBI Orders are transmitted from Buying Organizations to Selling Organizations using the server-to-server method described in section 6.2.




6.2  Server-to-Server Transmission of OBI Objects





The server-to-server transport method uses the HyperText Transfer Protocol (HTTP) POST method to send an object from an HTTP client (running on a server) to an HTTP server.  Encoded OBI objects are delivered via the HTTP protocol using the Secure Sockets Layer (SSL) protocol and are identified by the newly defined MIME type application/x-obi-order. Base64 is used to encode an OBI object for HTTP transport. An OBI object is “opaque” to the transport protocol which knows nothing about the contents of the OBI object other than its MIME type and its encoding. The remainder of this section describes in more detail the use of HTTP/SSL for server-to-server transmission of OBI objects. 

Figure 6-1 OBI Architecture and Transmission of OBI Objects
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Server-to-server transmission of OBI objects between trading partners (represented by the solid arrows in steps 3 and 5 in the figure) is based on HTTP using SSL as described in section 6.5.  This transmission can occur in two directions depending on whether an Order Request or an OBI Order is being transmitted. An Order Request is transmitted from Selling Organization to Buying Organization. An OBI Order is transmitted from Buying Organization to Selling Organization








The process for transmitting an OBI object using HTTP/SSL is outlined below and in the following figure.  

Note:  We assume that trading partners exchange URLs for receipt of OBI objects as well as OBI certificates as part of implementation.

1.  The OBI object is base64 encoded and queued for delivery by the sender (HTTP client).
2.  The sender initiates a TCP/SSL/HTTP connection to port 443 at the server at the appropriate trading partner’s site using the URL that the trading partner designated in advance for receipt of OBI objects.  
3.  The sender and recipient negotiate SSL parameters and exchange certificates. At the conclusion of this step, the sender (an HTTP client) knows the “name” of the recipient (an HTTP server) and the recipient knows the “name” of the sender.  Both must accept the others’ name or the SSL/TCP connection is closed and an error logged. 
4.  To transmit the encoded OBI object, the sender completes an HTTP/1.0 request using the POST method to the target URL.  The entity type of the POST is the new MIME type to be used for OBI-compliant orders, “application/x-obi-order”, and the entity body is a base64 encoded OBI object. Content-Transfer-Encoding of Base64 is required for OBI HTTP transmissions. 

For example, assume that the complete pathname for Global Supply’s OBI ordering Web site is https://obi.global.com/obi/receive. A Global Supply customer would transmit an OBI order to Global Supply as follows:
POST https://obi.global.com/obi/receive HTTP/1.0
Content-length:  3492
Content-type:  application/x-obi-order
Content-transfer-encoding: base64
<base64 encoded OBI object>
The encoded OBI object must not be an HTML form.  The encoded OBI object must be POSTed as is.  (See Section 5.1 for description of OBI object format).

5.  The recipient receives the HTTP request and immediately checks the entity body length against the Content-Length specified in the request.  If the lengths match, the recipient commits the entity body (encoded OBI object) to stable storage and returns a 200 OK response.  Otherwise, the recipient returns a 400-Bad Request response. 

If the sender receives a 200 OK response then the sender is assured that the OBI object was correctly received and removes the object from the queue. If the sender fails to receive any response then the object may or may not have been correctly received. It is the sender’s responsibility to retry to the POST until a 200 response is received.  Conversely, the recipient is responsible for detecting duplicate POSTs that occur within a specified time interval and treating these as a single POST.  Duplicate checking is a responsibility of the recipient’s OBI-compliant application not the HTTP transport and should be based upon the transaction identifiers contained in the EDI data. 


6.  The recipient’s HTTP server passes the OBI object to an OBI-compliant application for further processing.

7.  In addition to the http 200 or 400 response code, the supplier can send additional required fields with information about the Order being processed.  These fields will be sent as name value pairs consistent with HTTP Query Strings provided typically as part of a GET or POST operation.  These fields are defined as follows:
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Figure 6-2  HTTP Transport of an OBI Object from Server to Server
· OBI_REASON_CD_DESC
Free form text, no maximum length (optional).

· OBI_ACTION_CD
4 characters, numeric (required).

See Table 1 - OBI_ACTION_CD values and  descriptions for a list of valid Action Codes

· OBI_SUPPLIER_TRACKING_NBR
30 characters (optional). This can be the Supplier Transaction Number or any unique number assigned by the Supplier for the purpose of tracking orders placed by the Buying Organization.

Buying Organizations should capture this information which is provided for customer service purposes.



200 OK

OBI_ACTION_CD=0000&OBI_SUPPLIER_TRACKING_NBR=1999010100000132A &OBI_FREE_FORM_RESPONSE_MSG=Order%20Processed%20Sucessfully



Figure 6-3 Example of an OBI Order Response

Table 1 - OBI_ACTION_CD values and  descriptions

Action Codes
Meaning

0000 
 Order processed as submitted 

0001
Duplicate order, already processed, don't re-transmit

0100 
 Order processed with changes 

0200 
 Order not processed due to errors 

0202
Order not process due to a card processing problem.




6.3  Server-Browser-Server Transmission of OBI Objects





OBI objects containing OBI Orders must be transmitted from Buying Organizations to Selling Organizations using the HTTP POST method described in section 6.2.   The OBI specification includes an alternative HTTP-based method for transporting OBI objects containing Order Requests from a Selling Organization to a Buying Organization. OBI objects containing order requests can be transmitted using the method specified in section 6.2 or using the method described in this section.

The server-browser-server method for transmission of order requests relies on the use of hidden fields within HTML forms and uses the requisitioner’s browser during the transmission.  Hidden values in an HTML form allow a CGI application to pass name-value pairs to a browser without the knowledge of the end user.   Using the POST method, a browser can send name-value pairs from an HTML form to a CGI application via a Web server.  The server then starts the designated CGI application and passes the browser-supplied data to the application.  

This combination of Web programming techniques (hidden fields in an HTML form and HTTP POST method) provides a method for an application on a Selling Organization’s server to transfer an encoded OBI object reflecting the “shopping cart” to an application at the Buying Organization via the requisitioner’s browser at the time the requisitioner “checks out”.  The requisitioner’s browser is “on hold” until the transmission is completed.  This has the advantage of keeping the requisitioner directly in the transmission loop if they have to fill in administrative information (e.g. accounting distributions) after the transmission is received by the Buying Organization.
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Figure 6-4  Server-Browser-Server Transmission Method for Order Requests
The use of the server-browser-server method of transmitting OBI objects containing order requests is represented by the solid arrows (steps 3a and 3b). The object is transmitted from Selling Organization server to requisitioner browser to Buying Organization server using hidden fields in an HTML form and the HTTP POST method. This should be transparent to the requisitioner except for a pause while the object is formatted, transmitted, and received.








To standardize the server-browser-server transmission method, OBI/2.0 specifies a parameter, EOBIO, for passing the complete encoded OBI object containing the order request as a single name-value pair. This parameter is described as follows:

Parameter:  
EOBIO

Status: 
Required for HTTP posting

Occurrences:
Multiple

Usage:
Catalog server to browser to Buying Organization server

Value:
A base64 encoded OBI object containing encapsulated EDI data and an optional digital signature which represents the order request or requisitioner’s “shopping cart”

For example, an HTML form downloaded to the requisitioner’s browser from the Selling Organization’s server at “check out” might contain the following commands if the requisitioner were an employee of the fictitious company, MegaCorp. This is the raw HTML and does not reflect what a requisitioner would actually see on the screen.

<FORM METHOD=POST ACTION=“https://www.megacorp.com/obipost.cgi”>

<INPUT TYPE=HIDDEN NAME=EOBIO VALUE=“<the encoded OBI object>”>

<INPUT TYPE=SUBMIT NAME=“Submit order request for completion and approval”>

In this example, the name-value pair associated with the hidden field EOBIO will be transmitted by the browser to the CGI program obipost.cgi at the path www.megacorp.com when the requisitioner selects the button labeled  “Submit order request for completion and approval”.




6.4  Encoding OBI Objects Prior to Transmission





To ensure portability, all OBI objects must be encoded in base64, as specified in Internet RFC 1521, prior to any HTTP transmission.  The base64 encoding method converts an arbitrary sequence of 8 bit bytes to a form that can be represented in 6 bit groups.  In the encoding process, a sequence of three 8-bit bytes is treated as four 6-bit groups, each of which is then translated into a single digit in the base64 alphabet which uses a 65 character subset of ASCII. (This subset has the property that it is highly portable in that it is represented identically in all versions of ISO 646 including US-ASCII and in all versions of EBCDIC.)  The output stream (encoded bytes) must be represented in lines of no more than 76 characters each.  Base64 encoded data are about 33% larger than unencoded data.  







6.5  Use of the Secure Sockets Layer Protocol





Transmission of OBI objects using HTTP makes use of the Secure Sockets Layer (SSL) Protocol that is being standardized by the Internet Engineering Task Force (IETF). This security protocol provides data encryption, server authentication, message integrity, and optional client authentication for a TCP/IP connection. OBI specifies use of SSL Version 3 and requires use of the “client authentication” mode of SSL where the client and server authenticate to each other.  Authentication between parties is based on the exchange of valid OBI certificates.  See section 7 for details on OBI certificates.

Use of the SSL V3 protocol in the transmission of OBI objects provides data integrity, mutual authentication, and confidentiality. Specifically, it ensures that:

· the object sent was properly received and not tampered with during transmission

· the sender has cryptographic assurance of the identity of the recipient 

· the recipient has cryptographic assurance of the identity of the sender 

· transmission is encrypted so that third parties eavesdropping on network components may not view the contents of OBI objects being exchanged

SSL V3 includes the real-time negotiation of algorithms for encryption and message integrity between client and server. Standard SSL ciphers include DES, 3DES, RC4, and RC2.  Key lengths used for encryption during SSL sessions are related to the selected cipher suite.  If the negotiated cipher is based on RC4, the key length will be either 40 or 128 bits.  For DES the key length will be 56 bits and for 3DES the key length will be 168 bits. 

Trading partners are responsible for negotiating SSL ciphers and key lengths for OBI transactions.   In all cases however the selected cipher suite must provide at least 40 bit encryption and must ensure that authentication occurs, i.e. Diffie-Hellmann without certificates should not be used.  See Implementation Notes in section 8.6.




7 security: Digital Certificates and digital signatures




7.1 Digital Certificates





A digital certificate is an electronically signed document issued by a trusted third party, called a Certificate Authority, which binds identifying information to an individual’s public key.   Within OBI, X.509 certificates are used by SSL for authentication of both requisitioners and servers.  Specifically, certificates are used by  

· a requisitioner, to authenticate to Selling Organization catalog sites

· Buying Organization server to authenticate to Selling Organization servers

· Selling Organization server to authenticate to requisitioners and to Buying Organization servers 

The OBI/2.0 specifications define minimal requirements for public key certificates for requisitioners and servers with the goal of simplifying implementation and achieving interoperability. These requirements are outlined in the following sections.

Digital certificates may also be optionally used within OBI to securely distribute the public keys that trading partners use to verify a company’s digital signature on a signed order or order request document.  The certificate used to distribute the public key associated with a digital signature on an order will typically be a different certificate (with a different public key) than the one used by the same trading partner for authentication during SSL sessions and is distributed with the digital signature.









Certificate Content 

Requirements
Digital certificates contain data that identify the holder of the certificate.  Certificates for use in OBI applications are based on the X.509, Version 3 standard. The X.509 standard defines the data that can be used within a certificate.  OBI specifies a subset of these fields that are the minimum required content for certificates used within OBI-compliant systems. Other fields may be included in the certificate but the following fields (with exception of Email address) are required for OBI applications:

· Certificate Serial Number 

· Subject Common Name 

· Subject Organization Name 

· Subject Email address (optional)

· Subject Public Key

· Certificate Validity Period

· Issuer Organization Name

· Issuer Signature

The OBI Consortium recommends that requisitioner certificates contain data in the Subject field that uniquely identifies the requisitioner.  For the purposes of OBI, the Subject Common Name and/or the Subject Email address (if available) in combination with the Organization Name are the certificate fields used to establish the identity of the requisitioner.  If these fields do not uniquely identify the requisitioner within the Buying Organization then trading partners can agree to use additional mechanisms (in conjunction with use of the certificate for authentication) to convey a unique requisitioner ID (OBIREQID) as part of the standard (see section 2.5)

The OBI Consortium recommends that the requisitioner certificate contain data that uniquely identifies the organization with which the requisitioner is affiliated in order that the Selling Organization provide the requisitioner with access to the appropriate catalog view.  The Subject Organization Name in the requisitioner certificate establishes the identity of the buying organization.  A buying organization is responsible for keeping the use of its “organization name” consistent across its requisitioner certificates so that trading partners can use the contents of this field to authorize catalog access. 

If the Organization Name field is not sufficiently granular to establish the appropriate catalog view, trading partners can agree to use additional mechanisms (in conjunction with certificates for authentication) to convey necessary information (e.g. an account number) as part of the standard (see section 2.5).






Selection of a Certificate Authority
The value of a certificate lies in the fact that the integrity of the data contained in the certificate can be cryptographically verified. This process involves verifying the validity of a chain of certificates up to a trust point or Root Certificate.  Each certificate in the chain is linked to the one above through the use of digital signatures. Verification involves the validation of these links starting at the bottom. Validation stops when the trust point or Root Certificate is reached.  The Root Certificate is a self-signed certificate generated by a Certificate Authority (CA). It is essential that the Root Certificate be distributed in a secure manner, from a secure source and stored locally for use in validating certificates.  

Buying Organizations implementing OBI-compliant solutions will need to decide whether to out-source digital certificate services to an external, third party Certificate Authority (CA) or to use an internal certificate infrastructure based on a company-specific CA.  Many factors must be considered in making this decision including the corporation’s internal information technology capabilities and strategy, cost, time to market, interoperability considerations, trading partner plans, etc. 

An important factor in the selection of a CA for use in OBI (or other inter-enterprise) applications is that the CA’s Root Certificate be distributed widely, in a secure manner.    Optimally, the CA’s Root Certificate will be distributed with standard Web browser software.  This will tend to minimize the implementation issues associated with certificates.

The OBI Consortium recommends the use of a commercial third party CA whose Root Certificate is included within common browser software as long as the CA can meet the OBI content requirements for certificates as specified in the previous section.  The following CAs Root Certificates are included in Netscape Navigator 3.0, Netscape Communicator 4.0, Internet Explorer 3.02 and Internet Explorer 4.0:

AT&T Certificate Services

AT&T Directory Services

GTE CyberTrust Root

Keywitness Canada CA

Thawte Server CA

Thawte Premium Server CA

Verisign Class 2 Public Primary CA

Verisign Class 3 Public Primary CA

Verisign Class 4 Public Primary CA

Verisign/RSA Commercial CA

Verisign/RSA Secure Server CA

Buying organizations may use self-issued certificates (certificates generated and signed by the organization itself rather than a trusted 3rd party) in OBI applications as long as these certificates meet the minimal certificate content requirements specified in the previous section.  However, The OBI Consortium discourages the use of self-issued certificates because these will increase the burden of trading partner set-up and maintenance.  Buying organizations that leverage internal self-issue certificate infrastructures in OBI applications must plan to issue (and re-issue as needed) certificates to trading partners and to provide trading partners with a copy of their Root Certificate.  

The OBI Consortium recommends that selling organizations install site certificates issued by a commercial third party CA whose Root Certificate is distributed with common browser software.  This is important to avoid the need to update requisitioner browsers with new Root Certificates when setting up a new trading partner.  If a Buying Organization uses self-issue certificates, the Selling Organization will also need to install the Buying Organization’s Root Certificate.




Certificate Classes and Policies
Commercial Certificate Authorities offer varying levels of service based on the customer’s requirements and their intended use of the certificates.  These levels of service affect certificate issuance, management and revocation as well as operational controls and assurances that are provided by the CA.  For example, the process a particular CA uses to verify the information contained in a digital certificate prior to issuance, such as information related to the individual’s identity, may vary depending on the level of service.  Applications involving large financial transactions may require extensive verification of information while applications with limited security needs may require only limited verification. 

The OBI Consortium does not specify the level or class of certificate to be used nor does it specify other certificate policies.  These decisions are left to the discretion of individual organizations in conjunction with their key trading partners.




Certificate Revocation Lists


There will occasionally be a need to revoke a digital certificate. This might happen, for example, as the result of a requisitioner leaving the company or changing job responsibilities. Revocation of a certificate is the responsibility of the organization and it's issuing CA.  Some CAs publish a list of revoked certificates known as a certificate revocation list (CRL) on a regular basis that can be used for access control purposes.

The OBI Consortium does not specify the use of Certificate Revocation Lists by client, server or application software.   The use of certificate revocation lists is optional for OBI implementations.

Organizations are responsible for informing their trading partners of revocations of server certificates in a timely manner.







7.2 Authentication Using SSL and Digital Certificates





Authentication is the process of reliably establishing the identity of a party that is communicating.  In the OBI architecture, authentication across trading partner boundaries is required at three points in the order process:

· when a requisitioner initiates a connection to a Selling Organization’s catalog site (step 2 in following figure) 

· when a Selling Organization server initiates a connection to a Buying Organization server to transmit an OBI object containing an order request (see step 3)

· when a Buying Organization server initiates a connection to a Selling Organization server to transmit an OBI object containing an order (see step 5)
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Figure 7-1  Authentication Across Trading Partner Boundaries



For each of these steps, the OBI authentication model is based on the use of the Secure Sockets Layer (SSL) V3 protocol and OBI digital certificates to ensure that:

· the sender has cryptographic assurance of the identity of the recipient 

· the recipient has cryptographic assurance of the identity of the sender 

At a high-level SSL authentication works as follows.  SSL-enabled servers typically accept SSL connection requests from clients on port 443. When the client connects to this port, it initiates an SSL “handshake” which establishes the session.  During this handshake, authentication is accomplished through the exchange and verification of certificates between the client and server. When mutual authentication is used (as specified in OBI), each party must present a verifiable certificate from a trusted certificate authority.  If either party cannot, the handshake fails and the session terminates.

There are several aspects to certificate verification (and authentication) within SSL.  First, each party must prove they are the legitimate owners of the certificate they present.  The certificate itself does not authenticate, the combination of the certificate and the correct private key does. To demonstrate that the entity presenting the certificate is the legitimate certificate owner, SSL requires that the presenter digitally sign data exchanged during the handshake.  Each party signs protocol data (including its certificate) to prove it is the legitimate owner of the certificate.  Certificates are also verified by checking their validity dates and by verifying the digital signature of the trusted certificate authority which is included with the certificate. 

Once authentication has occurred, a server can map the client’s name in the certificate to access control databases.  In this way, end-users present their certificates rather than usernames and passwords to gain access to information that is access-controlled. Within OBI, this is the model assumed for requisitioner access to private catalogs containing confidential pricing.  In addition, information from the verified OBI certificate is used to identify the requisitioner within the order request that is transmitted from Selling Organization to Buying Organization.  See Implementation Notes in section 8.2.







7.3 Authentication Prior to Requisitioner Access to the Catalog Site





As discussed previously in Section 2.6, authentication during requisitioner access to the catalog site (step 2 in figure 7-1) must establish (and store) the authenticated name of the requisitioner, the name of the organization with whom the requisitioner is affiliated, and other identifying information.  This information is used by the Selling Organization’s application(s) to determine what catalog information the requisitioner is authorized to see, requisitioner identification information to be included in the order request, and the trading partner to whom the order request is to be sent, etc.

The process of requisitioner authentication to the catalog site is summarized in the following steps:

· Selling organization pre-configures its catalog server to require a certificate for access control

· Requisitioner’s browser requests access to Selling Organization site and presents a valid digital certificate 

· Selling organization server verifies that requisitioner certificate is valid and retrieves Organization Name from Issuer Name field and the Common Name, Organization Name, and Email address (if available) from the Subject Name field.

· Selling organization determines whether certificate is acceptable for catalog access by comparing Subject Organization Name and Issuer Organization Name with information stored in its databases 

· Optionally, selling organization server uses requisitioner profile information from the HTTP POST specified in section 2.5 to define the specific catalog view and/or to further identify the requisitioner.









7.4 Authentication Prior to Transmission of OBI Objects





Authentication is required prior to transmission of OBI objects (figure 7-1 steps 3 and 5 above) between HTTP client and HTTP server and must be mutual.  This authentication must establish and store the authenticated name of each sender.  This information must be available to the recipient’s application(s) as part of insuring that the sender was authorized to send the order.  Alternatively, if a digital signature is included the application will ensure that the signer was authorized to send the order. 

OBI authentication requirements include:

· client and server must support SSL V3 or later

· client and server must have valid certificates installed

· client and server must be able to authenticate each other based on their certificates

· certificates must meet OBI certificate content requirements

· specified authentication information must be available to applications

When an order request is transmitted using the server-browser-server method outlined in section 6.3 (steps 3a and 3b above), there is no authentication required prior to transmission of the order request beyond the mutual authentication between requisitioner and the catalog site that took place to initiate catalog access.  Requisitioner and server will have authenticated when the requisitioner accessed the catalog although the information from this authentication session is not available to the Buying Organization server.  Therefore, the Buying Organization server must trust the requisitioner to have properly authenticated the selling organization server.  The requisitioner may be required to authenticate to the Buying Organization server, but this is an implementation issue within the Buying Organization that does not affect trading partner interoperability.  As discussed in Implementation Notes  Section 8.6, there are potential security issues associated with the lack of end-to-end authentication using the server-browser-server method of transmission.







7.5 The OBI Trust Model 





The security of OBI transactions is based on an underlying trust model.  The validity of digital certificates is fundamental to this trust model since certificates establish the identities of requisitioners and machines during authentication.  The trust between two trading partners is another fundamental aspect of this model. Highlights of the trust model are outlined below:

1. Trading partners trust each other’s certificates and Certificate Authorities

· The data used to create a certificate is valid and the content of the certificate accurately identifies a person or server.  This is typically the joint responsibility of the organization that authorizes the creation of the certificate, for example the buying organization for its requisitioners, and the Certificate Authority that creates the certificate.

· Certificates are issued by trusted CAs who operate secure environments. Both trading partners trust the CAs to issue certificates securely.

· The Root Certificate(s) used to verify certificate(s) has been distributed in a secure manner from a secure source. 

· The integrity of the data contained in a certificate is cryptographically verified during the authentication process.  This involves verifying the validity of a chain of certificates (and their digital signatures) up to a trust point or Root Certificate.  

· The certificate (more specifically, the associated private key) used to identify an individual is stored securely within the browser software on the individual’s desktop computer and is protected from access by others.  If used in an environment where other people have access to the computer the certificate (and private key) is password protected so that others cannot impersonate the individual identified by the certificate.

2. The Selling Organization trusts the Buying Organization to:

· ensure that requisitioner certificates are securely stored so that others cannot impersonate the individual identified by the certificate. 

· accurately identify requisitioners in certificates and any related HTTP POST of profile information.

· insure that OBI orders are only submitted on behalf of authorized purchasers.  For example, a former employee may still have access to a previously issued digital certificate that allows access to selling organization catalogs and the ability to generate order requests.  It is the responsibility of the Buying Organization to identify and filter these unauthorized order requests and to insure that orders forwarded to suppliers are from authorized requisitioners.







3. The Buying Organization trusts the Selling Organization to:

· successfully authenticate requisitioners on the basis of their digital certificates prior to showing a custom catalog view or allowing the creation of order requests.

· verify that the Issuer for the requisitioner certificate is an authorized CA for the Buying Organization

· accurately identify the requisitioner on the Order Request.

· accurately identify the items selected by the requisitioner on the Order Request.

· forward legitimate Order Requests initiated by authenticated requisitioners

4. If the server-browser-server transport method is used for Order Request transport, the Buying Organization trusts the requisitioner to:

· successfully authenticate the Selling Organization server, 

· generate an order request through a legitimate interaction with an authorized trading partner

· not modify the contents of the Order Request while in transit through the browser







7.6  Digital Signatures





This section describes a data format for attaching an optional digital signature to an OBI order or order request. With a digital signature the recipient is assured that the order came from an organization with access to the signer’s private key.  An order cannot be forged or modified in transit. Within OBI digital signatures on orders are associated with the Buying and Selling Organizations not with individual requisitioners. 

The OBI/2.0 specification for digital signatures is based on the use of PKCS #7 detached signatures which are described in  “PKCS #7: Cryptographic Message Syntax Standards” by RSA Data Security.  PKCS #7 describes a general syntax for data with cryptography applied to it. The OBI/2.0 specification is compatible with PKCS #7 in that it is based on the data type for signed data defined by PKCS #7.  This section specifies the use of PKCS #7 signatures within OBI-compliant systems to ensure interoperability across implementations. 

Digital signatures within OBI/2.0 are specified as “detached signatures” which means that the digital signature is encoded separately from the data that has been signed.  The primary benefit of using a detached signature is that it enables implementations that do not support digital signatures to handle the EDI order data that is signed. 

The transport security protocol used to transmit OBI objects also provides the recipient with a high level of assurance of origin and content.  The Secure Sockets Layer authenticates the sender and receiver and protects the integrity and confidentiality of the data stream.  The benefits of a digital signature must be compared with the cost of implementation. OBI implementations involving low-dollar transactions and trading partner relationships may decide to forego the use of digital signatures.

Descriptions of the data structures and the processes involved in constructing and verifying a PKCS #7 detached signature follow to illustrate the use of PKCS #7 within OBI-compliant applications.  Implementers should refer to the PKCS #7 document for correct grammar and syntax.





OBI/2.0 digital signature specifications requires:

· when a signature is used, the signature field within an OBI object must contain a PKCS #7 ContentInfo data object of type SignedData, encoded using the Basic Encoding Rules 

· when a signature is used, it is a PKCS #7 detached signature which means that SignedData will contain a signature on the external OBI data and the inner ContentInfo field will be empty

· support for MD5 and SHA-1 message digest algorithms

· support for RSA encryption for digest encryption 

· support for verification of signatures using RSA public key sizes from 512 to 1024 bits






7.7  Format of a Digital Signature





PKCS #7 defines a general ASN.1 type, ContentInfo, for use in exchanging cryptographic information. PKCS #7 also defines several content types which can be used within ContentInfo.  For our purposes, the most important is SignedData which is used for exchanging the digitally signed data.  For convenience, the relevant ASN.1 definitions from PKCS #7 are included in Section 7.9.

A digital signature within an OBI object will be a ContentInfo, as defined by PKCS #7, of content type SignedData, encoded using the Basic Encoding Rules (BER).  OBI specifies the use of PKCS #7 detached signatures. The inner ContentInfo field of SignedData is empty and the signerInfos field contains one or more signatures on external data, in this case OBI data.   

ASN.1 definitions allow for the embedding of structures within structures.  For example, an OBI digital signature is a ContentInfo object, which contains a SignedData object, which in turn contains one or more SignerInfo objects.
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Figure 7-2  ASN.1 Structure of a Digital Signature (detached signature with one signer)








ContentInfo is an ASN.1 type object which consists of the following fields:


ContentType is the identifier of the content, in this case the type is PKCS #7 SignedData 


content is the value of SignedData which is specified below

SignedData is an ASN.1 type object which consists of the following fields:

version is the syntax version number 

digestAlgorithms is an identifier(s) (defined in X.509) for the message digest algorithm(s) used by the signer(s) (md5 or sha-1 for OBI)

contentInfo includes the actual content that is signed along with an identifier of this content (when detached or external signatures are used, as specified in OBI/2.0 this field is empty)

certificates is a set of X.509 certificates. The set should be sufficient to contain the chain from a recognized Certification Authority to the signer in the SignerInfo field. 

crls is an optional field not used in OBI 

signerInfos can include signature information for multiple signers (see SignerInfo below).

SignerInfo is an ASN.1 type object which consists of the following fields for one signer:

version is the syntax version number 

issuerAndSerialNumber uniquely identifies the signer’s certificate by distinguished name of the issuer and issuer-specific certificate serial number.

digestAlgorithm is an identifier (defined in X.509) for the message-digest algorithm used to digest the content (md5 or sha-1 for OBI)

authenticatedAttributes is an optional field which is not used in OBI

digestEncryptionAlgorithm is the identifier (defined in X.509) for the digest encryption algorithm which is used to encrypt the message digest with the signer’s private key (rsaEncryption for OBI)

encryptedDigest is a data string that is the result of encrypting the message digest and a value that includes an identifier for the message digest algorithm with the signer’s private key using the digest encryption algorithm



unauthenticatedAttributes is an optional field not used in OBI 

For an OBI signature, the end result is a BER-encoded object that consists of the fields in the following table:





     field name

          description

contentType  
= SignedData 

version 
= 1 for current syntax standard

digestAlgorithms  
identifies the algorithms used in the signatures; md5 and/or sha-1

contentInfo 
this field is empty when a detached signature is used

certificates
field for transmitting signer’s certificate(s)

version 
= 1 for current syntax standard

issuerAndSerialNumber 
the unique identifier of the signer’s certificate and public key

digestAlgorithm 
identifies algorithm used; either md5 or sha-1

digestEncryptionAlgorithm
= rsaEncryption

encryptedDigest
this is the digital signature on the external OBI data

                                 Table 7-3  Fields within an OBI Digital Signature



7.8  Preparing and Verifying a Digital Signature





The process of preparing a PKCS #7 digital signature breaks down into the following steps:

1.  Encoding a value of type ContentInfo according to PKCS #7 for the data to be signed. 
This step is not necessary when a detached signature is used (as specified in OBI) as the inner ContentInfo field is left empty. It is included here for completeness.

2.  Digesting the data to be signed according to PKCS #7.

This will be done with the signer’s message digest algorithm; either MD5 or SHA-1 is required. The input to the message digest algorithm is the original data content. The output, the message digest, is an octet string.

3.
Encoding a value of type DigestInfo according to PKCS #7 from the message digest.
The output of this step is a BER-encoded value which includes the digest algorithm identifier and the message digest.

4.  Encrypting the encoded DigestInfo value with the signer’s private key. 
This will be done with RSA. The result is an octet string representing the encryption with the signer’s private key of the BER encoding of a value of type DigestInfo. This is often referred to as the encrypted message digest.

5.  Encoding a value of type SignedData according to PKCS #7 from the first ContentInfo value, the encrypted message digest, and other information. 


The first ContentInfo value will be empty since OBI specifies the use of detached signatures.  The output of this step is a BER-encoded value which includes the encrypted message digest, the signer’s certificate(s), the unique identifier of the signer’s certificate, the message-digest algorithm identifier, and the message digest encryption algorithm.

6.  Encoding a value of type ContentInfo according to PKCS #7 from the SignedData value.  

The content type is PKCS #7 SignedData.  The output of this step is a BER-encoded value which includes the SignedData value.

7.  The original order content and the BER-encoded PKCS #7 value of type ContentInfo are placed in an OBI object. 

The order content is placed in the OBI data field. The ContentInfo value is placed in the signature field.

See Implementation Notes in section 8.5.








The process of verifying a signature in an OBI object breaks down into the following steps:

1.  Extracting the BER-encoded PKCS #7 value of type ContentInfo from the signature field of the OBI Object.

2.  Decoding the value of type ContentInfo to extract the SignedData value.  
The content type should be verified to be PKCS #7 SignedData. The output of this step is the BER-encoded value SignedData.

3.
Decoding the SignedData value to determine the signer’s public key, the encrypted message digest, and the message digest encryption algorithm.  
The output of this step is an identifier that uniquely identifies the sender’s public key, an identifier that identifies the digest encryption algorithm and the encrypted message digest. The signer’s public key is contained in a certificate included in the SignedData and is referenced by an issuer name and serial number that uniquely identifies the certificate for the public key.

4.  Decrypting the encrypted message digest with the signer’s public key and the message digest encryption algorithm identified in the SignedData value (RSA for OBI) to obtain a value of type DigestInfo.  

The output is a BER-encoded value which includes the digest algorithm identifier and the recovered message digest.
5.
Decoding the value of type DigestInfo to obtain the message digest and the digest algorithm identifier.
6.  Digesting the contents of the OBI data field with the digest algorithm identified in DigestInfo. 

The output of this step is the computed message digest which is compared to the recovered message digest from the prior step to verify the signature.

7.  Verifying the signature by comparing the recovered message digest to the computed message digest. 

8.  Verifying signer’s certificate.

9.  Verifying that signer is an authorized signer for this trading partner.  







7.9  PKCS  #7  Definitions





ContentInfo : : = SEQUENCE {

contentType  ContentType

content [0] EXPLICIT ANY DEFINED BY contentType OPTIONAL }

ContentType : : = OBJECT IDENTIFIER

SignedData : := SEQUENCE {

version  Version

digestAlgorithms  DigestAlgorithmIdentifiers

contentInfo  ContentInfo

certificates [0] IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL

crls [1] IMPLICIT CertificateRevocationLists OPTIONAL

signerInfos SignerInfos }

DigestAlgorithmIdentifiers : : = SET OF DigestAlorithmIdentifier

SignerInfos : := SET OF SignerInfo

SignerInfo : : = SEQUENCE {

version  Version

issuerAndSerialNumber  IssuerAndSerialNumber

digestAlgorithm  DigestAlgorithmIdentifier

authenticatedAttributes [0] IMPLICIT Attributes OPTIONAL,

digestEncryptionAlgorithm  DigestEncryptionAlgorithmIdentifier

encryptedDigest  EncryptedDigest

unauthenticatedAttributes [1] IMPLICIT Attributes OPTIONAL }

EncryptedDigest : := OCTET STRING




8  implementation notes




 8.1  Requisitioner Identification





1) Trading partners should agree on how they will identify Requisitioners through the end-to-end ordering process. In particular, this discussion should address how the Requisitioner will be identified in the certificate, how the Selling Organization will identify the Requisitioner in the Order Request, how the Buying Organization will identify the Requisitioner in the OBI Order, and how the Selling Organization will identify the Requisitioner in order to provide order history and order status through the catalog or the call center.  Optimally, the same identifier will be used throughout.

2) Requisitioners may have multiple certificates and their certificates will expire and need to be renewed.  If information contained across certificates is inconsistent, Selling

       Organizations may not recognize that these certificates all identify the same  

        requisitioner.  Certificates should contain consistent identifying information for a 

        requisitioner if a Requisitioner ID is not transmitted during catalog access. 







8.2   Digital Certificates





1)  The OBI specifications do not address how a requisitioner authenticates to servers within the Buying Organization because this does not affect interoperability. 

2)  Trading partners should discuss possible authentication failures and how these will be handled (e.g. OBI certificate is not available, certificate not signed by the expected Certificate Authority, certificate expired, they do not accept the authenticated name of the other server, etc.)

3)  Certificate information obtained by SSL during authentication can typically be presented to applications as CGI environment variables or via server APIs.

4)  Trading partners should discuss how to deal with certificate revocation information given the lack of support for CRLs in browser and server software. Applications can be designed to check a CRL as part of authorization if it is available.  In all cases, the use of CRL information should be dictated by the value of the information that is protected. 

5)  The Order Request sent from Selling Organization to Buying Organization must include requisitioner identity information obtained during the authentication step that the Buying Organization can map to its requisitioner profile database.  At a minimum this information will include Subject Common Name from the certificate. This may not uniquely identify the requisitioner however so, optionally, trading partners can agree to have Buying Organization transmit a unique Requisitioner ID prior to catalog access (see section 2.5).  When this ID is provided the Selling Organization will include this in the Order Request. Otherwise, the Selling Organization will include the Subject Electronic Mail address from the certificate if that is present. 

6)  A requisitioner digital certificate is typically stored within the browser on the Requisitioner’s desktop computer. A requisitioner will need to obtain a second certificate for an additional computer at home or in the office.  It should be possible to obtain multiple certificates, i.e. certification for the same name with multiple key pairs, from the Certificate Authority. In this situation, the certificate’s serial number will distinguish each certificate. 

7)  If the requisitioner has multiple certificates installed, it will be necessary to configure the browser to specify which certificate will be used.

8)   If the requisitioner is in an environment where other people have access to the computer (either physically or over the network), the certificate should be password protected. 
9)  If group-level certificates (rather than individual requisitioner certificates) are used for authentication, the OBIREQID will need to be transmitted as part of catalog access.
10)  Buying and selling organizations will maintain the certificate Issuer Organization Name and the certificate Subject Organization Name in a trading partner database to assist in the authentication and authorization process.


11)  Trading partners may exchange certificates for servers (and authorized signers) as part of the process of establishing an OBI-based trading partnership.  A trading partner database might contain trading partners certificates (including public keys) as well as mappings to trading partner IDs, server-related information, electronic mail addresses, shipping and billing addresses, tax status, pricing algorithms, catalog views, etc.

12)  The selling organization must be able to associate the Subject Organization Name used with Requisitioner certificates with the Buying Organization’s entry in its trading partner database. This organization name should be exchanged as part of trading partner set-up.  The buying organization is responsible for insuring the consistent use of this name across all its requisitioner certificates.  This will enable Selling Organizations to use information in a requisitioner certificate to control access to private catalog views.  Use of a D-U-N-S number in the organization name field of the requisitioner certificates is one mechanism for insuring uniform naming of the organization but is not required.




8.3   Transmitting Optional Profile Information





1) If profile information is transmitted from Buying to Selling Organizations via the optional POST mechanism described in Section 2.5, requisitioners will not be able to successfully access the selling organization catalog site via a bookmark in their browser.  Requisitioners will need to select a hyperlink from the Buying Organization server to access the catalog.
2) For security reasons, the HTTP GET method for sending Name Value pairs cannot be used in conjunction with the transmission of OBIPOSTBACKURL. 







 8.4  OBI Order Format:  OBI Order Request and OBI Order





1) A buying organization may initiate an OBI order without a related order request from the selling organization, bypassing the first three steps of the OBI model presented in Section 2.  For example, an electronic purchasing application may enable requisitioners to initiate orders based on templates or prior orders stored by the system.  In these cases requisitioners will not be able to obtain the selling organization’s reference number for the order until sometime after the order is submitted. This may occur through an electronic acknowledgment from the selling organization, by an electronic lookup at the catalog site, or through more traditional means such as the telephone. In addition, the selling organization may need to maintain the buying organization-assigned transaction number (the equivalent of a traditional PO number) submitted with the OBI order so that requisitioners can also reference this number if they contact the supplier concerning order status.  Orders generated from templates may not be based on current pricing or product availability. Trading partners should discuss how these issues would be handled. 

2) A buying organization may modify the content of an order request received from the selling organization in the process of completing an OBI order. Selling organization systems should not assume that the data in an OBI order is consistent with the data in a related order request. Trading partners should discuss how differences would be handled.

3) Trading partners will need to jointly review their plans for the use of the data segments, elements and codes as part of OBI implementation. This review will cover the following topics: use of organization ID codes, when in the ordering process information will be captured, whether profile information will be transmitted at catalog access, how tax calculations will be handled, whether or not data in an order request (e.g. quantities) will be modified by the Buying Organization as it prepares a related order, whether shipping address will be based on codes or street addresses, whether shipping carrier identification will be based on codes or names, how text instruction fields will be used, the type of part numbers that are required to identify an item, how payment will be handled, how authentication failures will be addressed, etc.

4) The use of some fields will be based on business arrangements between trading partners. For example, although a field is provided for Requested Delivery Date, this field may not be appropriate if trading partners have an agreement that all orders will be filled within 24 hours.

5) The Selling Organization will place the requisitioner’s authenticated Common Name from the digital certificate in the order request along with the Requisitioner ID if available. See Section 2.7 for details. Buying organizations will maintain a database which links the requisitioner’s name from the certificate with internal usernames or other identifiers.

6)  Implementers will need to specify data separators to be used between X12 data segments and data elements. The separators used within a particular transaction are defined within the transaction. In the above example, an asterisk is used to represent the data element separator and the \ is used to indicate segment separations. The actual separators that are used in implementation should not appear anywhere else in the EDI data and should not conflict with the transmission protocol. See Appendix B Tables
       B-3 and B-4 and Appendix C for further details.







 8.5   Digital Signatures





1)  Except for ContentType and Content, the actual object identifiers or values for the fields are not specified in PKCS #7.  See the PKCS #1, PKCS #9 and S/MIME Implementation Guide, Version 2 from RSA Labs for these object identifiers.

2)  PKCS #7 places no requirements on the format of the data that is signed. For use in OBI/2.0, the data to be signed is OBI EDI data, either an order or an order request.  

3)  There is a degenerate case of SignedData in which there is no signature included. This can be used for disseminating certificates and certificate revocation lists. This is not used within OBI/2.0. 

4)  PKCS #7 allows for countersignatures, i.e. the data to which the signature applies is itself signed data.  This is not supported within OBI since the detached signature will  apply to the content of the OBI data field in the OBI object and this is defined to be a string representing the OBI EDI data.

5)  BER encoding is defined in C.C.I.T.T. X.209. The BER were developed as a companion standard to ASN.1. These rules take an ASN.1 description and derive a transfer representation based on a tag, length, and value scheme. The BER allow the automatic derivation of a transfer syntax (e.g. hexadecimal 21) for every abstract syntax defined using ASN.1. 

6)  The data produced by BER encoding is 8 bit binary data. The entire OBI object including the BER-encoded signature is converted to base64 prior to HTTP transport to ensure that the OBI object is transferred intact.

7)  The following optional PKCS #7 SignedData fields are not specified for use within OBI implementations: crls, authenticated attributes, and unauthenticated attributes. Attributes would allow other information such as time stamps to be included in the signature but use of attributes is not specified for OBI.

8)  Developer toolkits, such as Microsoft’s CryptoAPI and RSA Data Security’s BSAFE, provide services that enable application developers to add PKCS cryptography including digital signatures to their applications. 

9)  To be able to prove non-repudiation to a third party at a later date, implementers should securely store the following items for later retrieval: the OBI object including the digital signature, the signer’s certificate and the appropriate Certificate Authority’s public key, the current certificate revocation list, and proof of date and time.







 8.6  Transmission Of OBI Objects





The Following notes relate to the transmission of OBI Objects using Server-to-Server HTTP Protocol (Section 6.2):

1)  If an OBI object is received with a version value other than 2.0 it cannot be assumed to conform to this specification.  It is not possible to specify how an application program that conforms to OBI as defined in this document should treat an OBI object that arrives in the future with a version value other than 2.0.  Compliant software should check the version number of an OBI object and generate an error message if an unrecognized version is encountered.

2)  The decision regarding which approach to implement for transmission of Order Requests will be based on several factors including the desired requisitioner experience, the internal processes of the Buying Organization, security requirements, error handling, etc. Which method is used between two trading partners should be discussed and agreed upon between trading partners. To insure interoperability across a variety of trading partner systems, Selling Organization implementations will need to be capable of supporting both server-to-server and server-browser-server methods for Order Request transport.  Regardless of which method is used for Order Request transport, OBI specifies the use of server-to-server transport for OBI orders sent from buying organization to selling organization.

3)  Port 443 is reserved for use of HTTP with SSL. 

4)  The application sending orders should maintain a queue of pending OBI objects to send. The sender should remove objects from the queue only after the recipient has acknowledged successful receipt with a 200 response.

5)  Trading partners should discuss possible authentication failures and how these will be handled (e.g. a certificate is not available, the certificate is not signed by a known Certificate Authority, certificate expired, they do not accept the authenticated name of the other server, etc.)

6)  The authenticated name of the initiator should be passed from the transport layer to the recipient’s application so that the application will be able to verify (in the absence of a digital signature) that the initiator was authorized to send the actual order that was received. Otherwise, it would be possible for an entity with a legitimate OBI certificate to send an unauthorized order under another entity’s name.

7)  OBI does not define error messages for anything other than the initial HTTP POST.  Trading partners will need to agree on how they will handle other kinds of errors, e.g. problem with the OBI object, problem with the EDI format, problem with the order itself, unable to verify a digital signature, no signature when one expected, etc.

8)  Trading partners should discuss and agree on the time-out lengths for retransmissions.
9)  It is not the responsibility of the transport layer to detect duplicates. This should be done at application layer.








The following notes relate to the Server-Browser-Server Method for Transmitting OBI Objects Containing Order Requests(6.3):

10)  This method of transmission is less robust than the server to server method specified in section 6.2 but it does have the advantage of keeping the requisitioner “in the loop” as the Order Request is transmitted. The browser/requisitioner will be a potential intermediate point of failure. If the workstation crashes before the transmission is complete, the transaction will be left in an undefined state. The POST may have successfully completed or it may not.  In this case, the requisitioner will need to determine whether the Order Request was received by the Buying Organization server and if not, must return to the Selling Organization site to recreate the Order Request.  Since this is not a direct transmission from server to server, there is no opportunity to automatically retransmit from the Selling Organization server if there is no acknowledgment from the Buying Organization server. Also, if the requisitioner does recreate the Order Request the Buying Organization server will not be able to automatically screen for duplicates since the Selling Organization will generate a new and unique transaction ID number for the recreated order request.
11)  Transmission of order requests via hidden fields in HTML forms is less secure than the server- to- server method.  In particular, the Buying Organization server will not be able to authenticate the Selling Organization server since they are not establishing a direct connection. This means that an individual who knows how to construct and transmit OBI objects to the fictitious company, MegaCorp, could submit a forged order request via the browser of an unsuspecting MegaCorp requisitioner who happened to be browsing the network at the wrong place and time.  This might not be caught except by the requisitioner. Although it is highly unlikely that one of MegaCorp’s trading partners would fake orders, a malicious third party whom wanted to create confusion could forge an order request under the name of one of MegaCorp’s trading partners. If this is a concern, MegaCorp could require its trading partners to attach digital signatures to order requests as specified in section 7.






The following notes relate to the use of the Secure Sockets Layer Protocol (Section 6.5):

12)  It is possible to maintain an SSL session in order to avoid repeating the complete SSL authentication each time. This is recommended where appropriate. 
13)  Encryption algorithms cannot currently be exported if key lengths are greater than 40 bits although it may be possible to obtain a waiver based on “use for financial purposes”.
14)  Default browser and server installations typically support 40 bit SSL encryption which has been shown to be breakable by code crackers who have sufficient time and access to computing resources.   Typically, to obtain more secure 56 or 128 bit SSL encryption requires updating both browsers and servers to US-only (non-export) software versions.









 8.7  Supplier Site/Catalog Functionality




making the catalog profilable

  


  
Electronic catalogs must be “profile-able” – This means that the content of the catalog should be limited to company contract-specified products or services and pricing.  This “profile” of products or services and pricing should be dynamically driven based on the authentication of the requisitioner at the time of entrance into the catalog.  






making the catalog searchable

  


  
Electronic catalog must be “search-able” – This means that the content of the catalog should be accessible easily and quickly by the requisitioner in an inherently simple manner. This should include functionality to search by product/service code or name, and to browse by product/service category or other hierarchical manner.  The content available to search should be restricted to only the single profile as dictated by the contract, and discussed above.

For optimal search functionality, we recommend the following search engine criteria:

· Search parameters or filters for large catalogs

Search field options, that may include:

· Product Name

· Product Description

· Product Code

· UN-SPSC

· Standard Industry Commodity Code

Displayed search results, that may include:
· SKU
Supplier Part Number

· Name
Product Name

· UOM
Unit of Measure

· QTY
Quantity

· Price
Price per unit









making the catalog shopable

  


  
Electronic catalog must be “shop-able” – This means that the content selected for purchase should be summarized in a single “shopping list” that details the content by line item for final approval by the requisitioner.  The “shopping list” content should include:

· Product specific identification number, ex. #12345-1232

· Product description, ex.  #2 Fine point pencil, black ink

· Quantity, ex. 1

· Unit of measure, ex. Dozen

· Price, ex. $1.50






making the catalog postable

  


  
Electronic catalog must be “post-able” – This means that the contents of the shopping list should be capable of being posted back to the buying application via HTTP post.  Specifically, this refers to implementing functionality that enables an OBI Order Request to be posted over the Internet. 




9 Technical compliance




9.1  Overview 





In order to promote interoperability it is necessary to define the concept of OBI technical compliance. OBI technical compliance specifies a minimal level of implementation that allows for the useful interoperability of systems and business processes.  This section defines the requirements for such minimal technical compliance. 

Technical compliance with the OBI/2.0 standard is outlined in two dimensions.  First, all implementations must meet certain minimal requirements related to data, transport and security to be considered OBI-compliant.  These requirements are summarized in Sections 9.2-9.4.   Second, each of the interested parties (i.e. Selling Organizations, Buying Organizations, requisitioners, third party agents, and technology providers) must meet certain minimal requirements to be considered technically compliant. 




9.2  Compliance with Data-Related Specifications 





Implementations that are compliant with OBI data-related specifications MUST:

1. be able to create OBI Orders or Order Requests formatted according to the OBI/2.0 Order Format Specification

2. be able to package OBI Orders or Order Requests as OBI objects prior to transmission 

3. be able to correctly interpret and process OBI Orders or Order Requests formatted according to the OBI/2.0 Order Format Specification 

4. be able to interpret and process OBI objects without digital signatures

5. be able to interpret and process OBI objects that contain digital signatures even if signature verification is not supported




9.3  Compliance with Transport-Related Specifications 





Implementations compliant with OBI specifications for server-to-server transport MUST:

1. be able to transmit base64-encoded OBI objects directly to OBI-compliant servers using HTTP POST with SSL V3 as specified in OBI/2.0 technical specifications

2. be able to receive base64-encoded OBI objects directly from OBI-compliant servers using HTTP POST with SSL V3 as specified in OBI/2.0 technical specifications 

3. be able to recognize the content-transfer-encoding header field and decode all received data

4. be able to recognize and interpret the Content-Type ‘application/x-obi-order’

5. be able to designate a URL path where OBI objects can be received

6. be able to provide information from authentication session to applications for verification of order origin





Implementations compliant with OBI transport-related specifications for server-browser-server transport MUST:

1. if sending, be able to use HTTP POST method to transmit base64-encoded OBI objects to a known URL path via a browser using a hidden field (“EOBIO”) in an HTML form as specified in OBI/2.0 technical specifications
2. if receiving, be able to receive based64-encoded OBI objects at a designated URL path via an HTTP POST from a browser using a hidden field (“EOBIO”) in an HTML form, as specified in OBI/2.0 technical specifications 




9.4  Compliance with Security-Related Specifications 





Implementations compliant with OBI security-related specifications MUST:

1. be able to use SSL V3 protocol for secure Internet communications 

2. be able to use the mutual authentication mode of SSL for authentication between clients and servers

3. be able to use (at minimum) 40 bit encryption for SSL sessions

4. be able to use certificates for authentication of clients and servers as specified by OBI/2.0 technical specifications

5. be able to use authentication information for access control

6. NOT provide, or require the use of, digital signatures that are not in compliance with OBI technical specifications

NOTE:  Minimal compliance with OBI/2.0 security-related specifications DOES NOT REQUIRE:

· that clients and servers support certificate revocation lists as part of authentication 

· that clients and servers be able to include OBI-compliant digital signatures within an OBI object

· that clients and servers be able to verify OBI-compliant digital signatures contained within an OBI object







9.5  Technical Compliance For Selling Organizations 





A Selling Organization that is compliant with OBI technical specifications MUST:

1. provide a Web-based sourcing and pricing mechanism (e.g. catalog) and ordering capability with private pricing and product selection, accessible over the Internet to requisitioners affiliated with trading partners

2. be able to authenticate requisitioners prior to catalog access through the use of digital certificates consistent with the OBI technical specifications

3. be able to limit requisitioner access to private catalogs and order history based on information contained in digital certificates and optionally through profile information presented at time of catalog access as specified in Section 2.5

4. be able to create OBI objects containing Order Requests consistent with OBI technical specifications 
5. be able to send OBI objects containing Order Requests via the Internet to OBI-compliant trading partner servers using server-to-server transport or server-browser-server transport as specified in Section 6

6. designate a URL at which it can receive OBI objects containing OBI Orders from trading partners

7. be able to receive OBI objects containing OBI Orders via the Internet from OBI-compliant trading partners servers consistent with OBI technical specifications

8. be able to interpret and process OBI Orders correctly

9. be able to present a valid certificate consistent with OBI specifications for use in authentication during interactions with trading partners

10. be able to authenticate trading partner servers that present valid digital certificates

11. be able to support secure Internet communications through SSL V3 Internet security protocol

12. comply with OBI/2.0 technical specifications summarized in Sections 9.2-9.4

NOTE: Selling Organizations may choose to out-source the above activity. See third party agents below.







9.6  Technical Compliance For Buying Organizations 





A Buying Organization that is compliant with OBI technical specifications MUST:

1. provide requisitioners with Internet access to catalogs located at the Selling Organization site

2. enable secure Internet communications by supporting use of SSL V3 Internet security protocol by requisitioners and servers across corporate firewalls

3. publish a URL at which it can receive OBI Order Requests from trading partners

4. be able to receive Order Requests at this URL via the Internet from OBI-compliant trading partner servers through either the server-to-server transport method or the server-browser-server method as specified in section 6

5. be able to interpret and process Order Requests correctly

6. be able to create OBI objects containing OBI Orders consistent with OBI technical specifications

7. be able to send OBI objects containing OBI Orders to trading partner servers via the Internet consistent with the OBI technical specifications

8. be able to present a valid certificate compliant with OBI specifications for use in authentication during interactions with trading partner servers

9. be able to authenticate trading partner servers that present valid digital certificates

10. comply with OBI/2.0 technical specifications summarized in 9.2-9.4

NOTE: Buying Organizations may choose to out-source the above activity. See third party agents below.







9.7  Technical Compliance For Requisitioners 





A requisitioner that is compliant with OBI technical specifications MUST:

1. have a workstation with Internet connectivity

2. have a secure Web browser (Netscape Navigator 3.0 or later or Microsoft Internet Explorer 3.0 or above) installed on workstation

3. have a valid certificate compliant with OBI technical specifications securely installed in the browser for use in authentication with selling organization catalog sites

4. be able to use SSLV3 for secure Internet communications




9.8  Technical Compliance For Third Party Agents 





A third party agent that is compliant with OBI technical specifications MUST:


1. comply with OBI technical specifications (as stated above) for the entity for which the agent is acting as proxy.  For example, if the third party agent is providing service to a Selling Organization then it must meet the requirements for Selling Organization compliance

2. comply with OBI/2.0 technical specifications summarized in Sections 9.2-9.4

NOTE:  Third party agent solutions that meet the above conditions are said to be technically compliant and are assumed to be capable of interoperating with other OBI-compliant solutions.







9.9  Technical Compliance For Technology Provider Solutions





A  technology provider solution that is compliant with OBI technical specifications MUST:

1. be able to create order documents consistent with the OBI technical specifications

2. be able to send order documents over the Internet consistent with the OBI technical specifications

3. be able to receive order documents via the Internet from other OBI-compliant solutions consistent with OBI technical specifications 

4. be able to interpret order documents correctly 

5. enable the location of product/service catalogs  (and ordering functionality) at Selling Organization’s site

6. enable the location of requisitioner profile information at Buying Organization’s site

7. enable order approval and completion at Buying Organization site

8. be able to accept certificates for authentication and access control for servers and requisitioners consistent with OBI technical specifications

9. be able to limit access to sensitive information based on the authenticated identity

10. support SSL V3 for secure Internet communications

11. comply with OBI/2.0 technical specifications summarized in Sections 9.2-9.4

NOTE:  Vendor solutions that meet the above conditions are said to be technically compliant and are assumed to be capable of interoperating with other OBI-compliant solutions.




Appendix a




 Glossary Of Terms




OBI order request
An EDI-based data structure that reflects the contents of a requisitioner’s “shopping cart”. It is sent (within an OBI object) from a Selling Organization to the requisitioner’s organization for order completion and approval. The format of an order request is specified by the OBI EDI convention which is based on the ASC X12 850 EDI standard.

OBI order 
An EDI-based data structure that reflects an official, authorized request for goods and services based on pre-defined pricing, terms and conditions. It is sent (within an OBI object) from a Buying Organization to a trading partner and is typically associated with a related order request.  The format of an order is specified by the OBI EDI convention that is based on the ASC X12 850 EDI standard.

OBI EDI convention
The EDI-based specification for the format of an OBI order request or order which is based on the EDI ASC X12 850 standard for electronic purchase orders.

OBI data
The data field within an OBI object which in OBI/2.0 contains an order or order request formatted based on the OBI EDI convention.

OBI object
An encapsulated version of OBI data which may include a digital signature on the OBI data.

encoded OBI object
An OBI object encoded in base64 Content-Transfer-Encoding.

EDI
Electronic Data Interchange. OBI specifies an EDI-based standard for the formatting of electronic orders but does not use other transport-related aspects of EDI.

HTTP 
Hypertext Transfer Protocol. An application-level, object-oriented protocol which has been used in the World Wide Web since 1990.  A feature of HTTP is the typing of data representation, allowing systems to be built independently of the data being transferred.

SSL
Secure Sockets Layer. SSL is a public key security protocol originally developed by Netscape, which is being standardized by the Internet Engineering Task Force (IETF) in its Transport Layer Security working group.  Within OBI, SSL is used for authentication and to prevent eavesdropping, tampering, and message forgery in Internet communications.

authentication
the process of reliably determining the identity of a party

authorization
permission to access a resource

X509.V3
ITU-T Recommendation X.509 specifies the widely adopted X.509 public key certificate syntax.  A certificate is signed by the certificate issuer to authenticate the binding between a specific user’s name and public key.   

MIME
Multipurpose Internet Mail Extensions. This is an Internet standard (described in Internet standard document RFC 1521) for specifying and describing the format of Internet message bodies.  MIME provides facilities to represent body text in character sets other than US-ASCII.  Web servers and browsers use the MIME specification to convey codes describing the documents they send and receive. OBI/2.0 specifies the new MIME type application/x-obi-order

transfer encoding
A reversible conversion of a data stream prior to transmission to insure proper processing. Typically this is done so that 8 bit data may be sent via a channel that only transmits 7 bit data.

Base64 encoding
Encoding method, defined in Internet RFC 1521, that converts an arbitrary sequence of 8 bit data to 6 bit.  A 65 character subset of ASCII is used enabling six bits to be represented per printable character.  This subset has the important property that it is represented identically in all versions of ISO 646 including US-ASCII and in all versions of EBCDIC. In the encoding process a sequence of three 8-bit bytes is treated as four 6-bit groups, each of which is translated into a single digit in the base64 alphabet which is represented as a printable ASCII character.  The output stream is represented in lines of no more than 76 characters each. Base64 encoded data are about 33% larger than unencoded data.  OBI objects are base64 encoded prior to HTTP transmission to insure portability.

HTTP client
A program that establishes HTTP connections for the purpose of sending HTTP requests. An HTTP client is typically associated with a desktop browser such as Netscape Navigator or Microsoft Internet Explorer, but it can also be a program that runs on a server.  For example, within OBI an HTTP client on a Buying Organization server establishes HTTP connections with HTTP servers at Selling Organizations to send orders. 

HTTP server
A program that accepts HTTP connections for the purpose of servicing HTTP requests.  Within OBI, an HTTP server at a Selling Organization accepts HTTP connections from HTTP clients at Buying Organizations. 

PKCS #7
“PKCS #7: Cryptographic Message Syntax Standard”, RSA Data Security. Defines a general syntax for data with cryptography applied to it.  OBI uses the PKCS #7 standard for digital signatures.

certificate
see digital certificate

digital certificate
a document signed with a digital signature that states that a specified public key belongs to someone or something with a specified name. Within OBI, certificates are signed or issued by a trusted 3rd party (Certificate Authority) to requisitioners, servers, and authorized signers of order documents.

digital signature
Digital signatures utilize public key cryptography and one-way hash functions to produce a signature on the data that can be authenticated and which is difficult to forge or repudiate. A digital signature is often referred to as an encrypted message digest. Within OBI, it is possible to include a digital signature with an order or order request using the “PKCS #7: Cryptographic Message Syntax Standard” defined by RSA Data Security.

signature
see digital signature

detached digital
PKCS #7 signatures can be detached or self-contained.  A detached signature is a signature
separate from the content to which the signature applies whereas in a self-contained 
signature the signature and the content are linked.  A detached signature is a PKCS 
#7 data object of type SignedData with the SignerInfos field containing signatures on 
external data and the ContentInfo field empty. OBI/2.0 specifies the use of a detached 
signature.

detached signature
see detached digital signature

PKCS
Public Key Cryptography Standards.  A set of cryptographic standards developed by RSA Data Security.

MD5
A secure hashing algorithm that converts an arbitrarily long data stream into a digest of fixed size.  This algorithm is widely used for insuring message integrity and as part of creating and verifying digital signatures.

public key cryptography
A class of cryptographic techniques employing two-key ciphers. Messages encrypted with the public key can only be decrypted with the associated private key. Conversely, messages signed with the private key can be verified with the public key.

one-way hash function
a one-way transformation that converts an arbitrary amount of data into a fixed-length hash. It is computationally hard to reverse the transformation or to find collisions. MD5 and SHA are examples of one-way hash functions. One-way hash functions are utilized within digital signatures.

SHA
The secure hash algorithm defined in FIPS PUB 180-1. It produces a 20-byte output.

CGI



The Common Gateway Interface specification lets Web servers execute other programs and incorporate their output into the text, graphics and audio sent to a Web browser.  URLs are most often used to point to static resources such as HTML documents or GIF images.  However, it is also possible for a URL to point to an executable program, following the Common Gateway Interface (CGI) definition. When a Web server receives a request containing a URL pointing to a CGI program, that program is executed as a separate process. The specified CGI program outputs a response to the Web server which it then returns to the requesting Web client and may also cause effects outside the Web if it is programmed to do so.  CGI programs may be used to implement OBI object handling and transport.  The following is an example of a URL pointing to a CGI program:






http://www.global.com/catalog.cgi

HTML


HyperText Markup Language is a markup language that is used to create Web documents with hyperlinks.

hyperlink

A hyperlink is text in an HTML document that identifies a link to other Web information.  Hyperlinks are typically identified by bolding or underlining to differentiate them from plain text.

URL


Uniform Resource Locator. Also known as Uniform Resource Identifer or World Wide Web Address.  This is a formatted string that identifies--via name or location—an Internet resource.  Within HTTP, URLS are most often used to point to static resources such as HTML documents or GIF images.  However, they can also point to an executable program following the CGI definition.  URLs can be represented in absolute form or relative to some known base depending on the context of their use. 

Content-Length
Within HTTP, this message header indicates the size of the entity body, in decimal number of octets, sent to the recipient as part of an HTTP transmission.  Within OBI, this would represent the size of the encoded OBI object.

Content-Type

Within HTTP, this message header indicates the media type of the entity body sent to the recipient. OBI/2.0 specifies a new Content-Type application/x-obi-order.

Content-Transfer-
This is used within the message header of a MIME document to indicate the standard 

Encoding 

encoding method that was used to represent the entity body in an acceptable manner for transport.  Base64 encoding (specified in Internet RFC 1521) is used for OBI HTTP transmissions. 

ASN.1


Abstract Syntax Notation One, as defined in C.C.I.T.T. X.208. ASN.1 is a language for describing structured information, typically information that is to be conveyed across some communications medium. It is widely used in the specification of Internet protocols. With ASN.1 protocol designers can view and describe relevant information and its structure at a high level. Compilers can provide run-time code to convert user or protocol information to bits on the line.  Within OBI, a digital signature is described as an ASN.1 object.

BER


Basic Encoding Rules for ASN.1 as defined in C.C.I.T.T. X.209. The BER were developed as a companion standard to ASN.1. These rules take an ASN.1 description and derive a transfer representation based on a tag, length, and value scheme. The BER allow the automatic derivation of a transfer syntax (e.g. hexadecimal 21) for every abstract syntax defined using ASN.1. 

FIPS


Federal Information Processing Standard: One of a series of U.S. government documents specifying standards for various aspects of data processing, including the Data Encryption Standard (DES).

RFC


Requests for Comments are the working notes of the Internet research and development community.  These documents may be proposed specifications, adopted standards, or frequently asked questions.  RFCs are typically considered to be in the public domain. While most Internet standards are defined in RFCs, not all RFCs specify standards.




Appendix b




Figure B-1  Paper Representation Of An OBI Order Request 




OBI/2.0 ORDER REQUEST

Transmitted 3/1/98 at 22:10
FROM                                                             TO                                                                REQUISITIONER

SELLING ORGANIZATION

BUYING ORGANIZATION                     CERTIFICATE INFORMATION

Name:        EC Office Supplies
               Name:        OBI                                              Common Name:  Chris Smith
Code:         810703777


Code:         870051648                                   Req. ID:               csmith1
Request #:  9749393
ADMINISTRATIVE CONTACT(S)      PAYMENT INFORMATION  

Requisitioner:  Chris Smith                         Currency:                  US Dollars
Email:    csmith@openbuy.org                         Procurement Card______ Other            .                          
Receiving Contact:   Pat Davis                         Card number:                             .

Phone:     617-861-7800x1201                         Expiration Date:                         .
                                                                   Authorization:                            .

                                                                          Card reference number              .
LINE ITEM DETAIL                  

Line                       Item  Commodity                Customer        Mfg.     Unit        Total       Special         Total             Special

Item   Qty     Units  No.     Code       Description     Part#       Part#    Price       Price     Chg/Allow  Tax After Tax  Instructions   

 1         4        EA   4794                Boxes-Staples                           20.00     80.00                     9.41       89.41

 2         10      EA   1562                Boxes-Pens                                 4.00     40.00                     4.71       44.71

 3         5        EA   4532                Stapler                                      10.00     50.00                     5.90       55.90  

                                                                                        TOTALS            170.00                   20.02     190.02     

Accounting Distribution Detail

       Order/Line Item              Budget Center               Object Class           Amount         Distribution %          
Tax Reference Information

        Tax jurisdiction code:

        Tax exempt code:

        Tax ID:

      Notes
1.  An Order Request contains the contents of the Requisitioner’s “shopping cart” and other information collected by the Selling Organization during the Requisitioner’s catalog visit.  It is transmitted from Selling Organization to Buying Organization for order completion and approval
2.  Trading partners will typically identify each other in EDI formats using pre-defined and agreed upon codes.
3.  The Requisitioner is identified in the Buying Organization’s Requisitioner Profile Database by the Common Name and/or Email address (if available)  from the certificate or by an optional ID (OBIREQID) presented to the Selling Organization during catalog access. The Supplier returns the Common Name and the OBIREQID, if available, in the order request. See Section 2.7 for details on identifying Requisitioner in Order Request.
4.  The following segments may appear at either header or detail level: NTE (text-based notes), SAC (special charges & allowances, accounting distributions), DTM (requested delivery date), and TXI (tax information).

5.  Special instructions at a line item level can include: text-based notes for special handling, requested delivery date and partial/complete shipment instructions.







Figure B-2   Paper Representation Of An OBI Order  




OBI/2.0 DIGITAL ORDER

Transmitted 3/1/98 at 22:15                                                                                     Based on Order Request sent 3/1/98 at 22:10                                      
FROM                                                             TO                                                                 REQUISITIONER

BUYING ORGANIZATION

SELLING ORGANIZATION                     CERTIFICATE INFORMATION

Name:      OBI                       
                Name:        EC Office Supplies                      Common Name:  Chris Smith
Code:       870051648


Code:         8017703777                                  Req. ID:              csmith1
Ref #:       980301-0001                                    Request #:  9749393 
ADMINISTRATIVE CONTACT(S)      PAYMENT INFORMATION                       SHIPPING INFORMATION

Requisitioner:  Chris Smith                         Currency:                  US Dollars                      Name:   Pat Davis
Email:    csmith@openbuy.org                          Procurement Card     X     Other            .         Address Code:  SW-1                      
Receiving Contact:   Pat Davis                         Card number:  3787-812345-67893                  Desktop Address:  Room 208C

Phone:     617-861-7800x1201                         Expiration Date: 0499
                                                                   Authorization:                            .                     Special Instructions:

                                                                          Card reference number  16472:420                      Leave with front desk after 4PM
LINE ITEM DETAIL                  

Line                       Item  Commodity                Customer        Mfg.     Unit        Total       Special         Total             Special

Item   Qty     Units  No.     Code       Description     Part#       Part#    Price       Price     Chg/Allow  Tax After Tax  Instructions   

 1         4        EA   4794                Boxes-Staples                           20.00     80.00                     9.41       89.41

 2         10      EA   1562                Boxes-Pens                                 4.00     40.00                     4.71       44.71

 3         5        EA   4532                Stapler                                      10.00     50.00                     5.90       55.90  

                                                                                        TOTALS            170.00                   20.02     190.02     

Accounting Distribution Detail

       Order/Line Item              Budget Center               Object Class           Amount         Distribution %          
           Order                           16472                                                                                    100%

Tax Reference Information

        Tax jurisdiction code:

        Tax exempt code:

        Tax ID:

Notes
1. An OBI Order is a completed and approved order sent from Buying Organization to Selling Organization. 

2. Trading partners typically identify each other in EDI formats using pre-defined and agreed upon codes.

3. Buying Organization’s Ref # above is the unique transaction identifier (or order number) used by the buying organization.

4. The Requisitioner is uniquely identified in the Buying Organization’s Requisitioner Profile Database by the Common Name and/or Email address from the certificate or by the optional OBIREQID presented to the Selling Organization during catalog access. See section 2.7 for details.

5. OBI X12 850 format allows up to 25 individual accounting distributions per item on either a $ or % basis.

6. Payment method can be either procurement card or other.

7. Either street addresses or address codes can be used in the EDI formats.

8. The following segments may appear at either header or detail level: NTE (text-based notes), SAC (special charges & allowances, accounting distributions), DTM (requested delivery date), TXI (tax information), IT8/CSH (partial/complete shipment)

9. Special instructions at a line item level can include: text-based notes for special handling, requested delivery date, and partial/complete shipment instructions.
10. Trading partners should agree before implementation about any special codes which might be used.  Codes such as shipping address, seller's customer number, billing address codes and shipping carrier codes are examples.







Table B- 3  Electronic Representation Of An OBI Order Request 




* = data element delimiter

\  = data segment delimiter

~ = sub-element delimiter

EDI Format
Comments

ISA*00*          *00*          *01*801703777*01*870051648*980301

*2210*U*00304*000034112*0*P*~\ GS*PO*801703777*870051648*980301*2210*1*X*003040\

ST*850*0001\

BEG*13*SA*0**980301\

CUR*98*OB*100*USD

REF*ZI*2.0\

REF*1V*97-0049393\

PER*OD*Chris Smith*EM*csmith@openbuy.org\

PER*RE*Pat Davis*TE*617-861-7800x1201\

DTM*007*980301*1806\

N1*BY*OBI*1*870051648\

N1*EY*Chris Smith*92*csmith1\

N1*SE*EC Office Supplies*1*801703777\

PO1*1*4*EA*20.00**VP*4794*CN*Boxes-Staples\

TXI*TX*9.41\

PO1*2*10*EA*4.00**VP*1562*CN*Boxes-Pens\

TXI*TX*4.71\

PO1*3*5*EA*10.00**VP*4532*CN*Staplers\

TXI*TX*5.90\

CTT*3*19\
AMT*TT*190.02\

SE*19*0001\

GE*1*1\

IEA*1*000034112\

Interchange Header

Functional Group Header

X12 850 transaction set control  # 0001

Order Request issued 3/1/98

Currency US Dollars

OBI Version 2.0

Selling organization transaction ID 9749393

Requisitioner’s name and email address

Receiving contact name and phone

Order Request generated on 3/1 at 18:06

Buying organization name and code

Requisitioner Common Name is Chris Smith, ID is csmith1

Selling organization name and code

4 boxes of staples (part #4794) at unit price of $20

Tax on staples $9.41

10 boxes of pens (part #1562) at unit price of $4

Tax on pens $4.71

5 staplers (part # 4532) at unit price of $10

Tax on staplers $5.90

Total of 3 line items, total quantities 19

Total amount of order $190.02

19 segments sent ST thru SE, control # 0001 same as ST

Functional Group end

Interchange end

Notes:
1. Trading partners will need to jointly review the use of the data segments, elements and codes as part of an OBI implementation. This review will cover such topics as: 

· use of organization codes, 

· how tax calculations will be handled, 

· whether shipping address will be based on codes or street addresses, 

· whether/how  the NTE (text) field will be used, 

· the type of part numbers to be used to identify items,

· how payment will be handled, etc.

2. The use of some fields will be based on business arrangements between trading partners. For example, although a field is provided for Requested Delivery Date, use of this field should be consistent with the trading agreement and based on discussion between trading partners.

3. Implementers will need to specify data separators to be used between X12 data segments and data elements. The separators used within a transaction are defined within the transaction. In the above example, an asterisk is used to represent the data element separator and the \ is used to indicate segment separations. The actual separators that are used in implementation must not appear anywhere else in the EDI data and should not conflict with the transmission protocol. 



Table B- 4  Electronic Representation Of An OBI Order  




* = data element delimiter

\  = data segment delimiter

~ = sub-element delimiter

EDI Format
Comments
ISA*00*          *00*          *01*870051648*01*810703777*980301

*2215*U*00304*000001211*0*P*~\

GS*PO*870051648*810703777*980301*2215*1*X*003040\

ST*850*0001\

BEG*00*SA*980301-0001**980301***INR\

NTE*SPH*leave with front desk after 4PM\

CUR*98*OB*100*USD

REF*ZI*2.0

REF*1V*9749393

REF*E4 *3787-812345-67893

REF*CR*16472:420
PER*OD*Chris Smith*EM*csmith@openbuy.org\

PER*RE*Pat Davis*TE*617-861-7800x1201\

SAC*N*ZZZZ***10000********16472\

DTM*007*980301*2210\

DTM * 036 * * * * YM * 9904

N1*BY*OBI*1*870051648\

N1*EY*Chris Smith*92*csmith1\

N1*SE*EC Office Supplies*1*810703777 \

N1*ST*Pat Davis*ZZ*SW-1\

N2*Room 208C\

PO1*1*4*EA*20.00**VP*4794*CN*Boxes-Staples\

TX1*TX*9.41\

PO1*2*10*EA*4.00**VP*1562*CN*Boxes-Pens\

TX1*TX*4.71\

PO1*3*5*EA*10.00**VP*4532*CN*Staplers\

TX1*TX*5.90\

CTT*3*19\
AMT*TT*190.02\

SE*26*0001\

GE*1*1\

IEA*1*000001211\

Interchange Header, sender control #000001211

Functional Group Header

X12 850 transaction set, control # 0001

Order, buyer order# 980301-0001, 3/1/98, pay by card

Special handling text instruction for ship documents

Currency US Dollars

OBI Version 2.0

Selling organization order request # 9749393

Credit card #

Credit card reference field data

Requisitioner’s name and email address

Receiving contact name and phone

100% of order charged to cost center 16472

Original Order Request generated 3/1/98at 22:10

Card expiration date 4/99

Buying organization name and code

Requisitioner Common Name and ID

Selling organization name and code

Ship to Pat Davis at coded address SW-1

address for desktop delivery is Room 208C 

4 boxes of staples (part #4794) at unit price of $20

tax on staples $9.41

10 boxes of pens (part #1562) at unit price of $4

tax on pens $4.71

5 staplers (part # 4532) at unit price of $10

tax on staplers $5.90

total of 3 line items, total item quantities 19

total amount of order $190.02

26 segments sent including ST & SE, control # 0001 Functional Group end

Interchange end, control number same as ISA13




Table B- 5  OBI Order Request Structure and Sequence 




Sent by Selling Organizations



HEADING:                                                                                                                M=Mandatory  O=Optional  C=Conditional
Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

ISA 
Interchange Envelope Header
Mandatory Segment
Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use 
1
M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M
ISA01

ISA02

ISA03

ISA04

ISA05

ISA06

ISA07

ISA07

ISA08

ISA09

ISA10

ISA11

ISA12

ISA13

ISA14

ISA15

ISA15

ISA16
I01

I02

I03

I04

I05

I06

I05

I05

I07

I08

I09

I10

I11

I12

I13

I14

I14

I15
00

00

01

01

ZZ

U

00304

0

T

P


No Authorization Present

No Security Information Present

D-U-N-S Number

Interchange Sender ID

D-U-N-S

Mutually Defined

Interchange Receiver ID

Interchange Date

Interchange Time

US EDI Community

Draft Standards & X12 Proc.

Interchange Control Number

No Acknowledgment Required

Test Data

Production Data

Sub-Element Separator
ID

AN

ID

AN

ID

AN

ID

ID

AN

DT

TM

ID

ID

N0

ID

ID

ID

AN

GS
Functional Group Header

Mandatory Segment


Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use


1
M

M

M

M

M

M

M

M
GS01

GS02

GS03

GS04

GS05

GS06

GS07

GS08


479

142

124

373

337

28

455

480
PO

X

003040


Purchase Order (850)

Application Sender Code

Application Receiver Code

Date

Time

Group Control Number

Accredited Standards Committee

Draft Standards Approved By 

ASC X12
ID

AN

AN

DT

TM

N0

ID

AN

ST
Transaction Set Header

Mandatory Segment
Seller/Used

Seller/Used
1
M

M
ST01

ST02
143

329
850
X12 Purchase Order

Transaction Set Control Number
ID

AN

BEG
Beginning Segment for 850

Mandatory Segment
Seller/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

M

M

M

O

M

O

O

O
BEG01

BEG02

BEG02

BEG03

BEG04

BEG05

BEG06

BEG08

BEG08
353

92

92

324

328

323

367

1019

1019
13

BK

SA

IBM

INR
OBI Order Request

Blanket Order

Stand-Alone Order

Purchase Order Number

Release Number

Purchase Order Date

Contract Number

Invoice By Mail

Invoice Not Required
ID

ID

ID

AN

AN

DT

AN

ID

ID

CUR
Currency

Mandatory Segment
Seller/Used

Seller/Used
1
M

M
CUR01

CUR02
98

100
OB
Entity Identifier Code

Currency Code
ID

ID

REF
OBI Version Number

Mandatory Segment
Seller/Used

Seller/Used
1
M

M
REF01

REF02
128

127
ZI*


Reference Version Number

Reference Number
ID

AN

REF
Supplier Transaction Number

Optional Segment
Seller/Used

Seller/Used
1
M

M
REF01

REF02
128

127
1V*
Related Vendor Order Number

Reference Number
ID

AN

*See Notes pg. 82

Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

PER


Requisitioner or Receiving Contact

Information (Phone/Fax/Email)

Optional Segment


Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1-4


M

M

M

C

C

C

C

C

C

C

C
PER01

PER01

PER02

PER03

PER03

PER03

PER04

PER05

PER05

PER05

PER06
366

366

93

365

365

365

364

365

365

365

364
OD

RE

EM

FX

TE

EM

FX

TE
Order Department

Receiving Contact

Name

Electronic Mail

Facsimile

Telephone

Communication Number

Electronic Mail

Facsimile

Telephone

Communication Number
ID

ID

AN

ID

ID

ID

AN

ID

ID

ID

AN

DTM
Original Order Request Date

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C
DTM01

DTM02

DTM03
374

373

337
007
Effective

Date

Time
ID

DT

TM

N1
Requisitioner Common Name/ID

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
EY

92
Employee Name

Name

Assigned by Buyer / Buyer's Ag.

Identification Code
ID

AN

ID

AN

N1
Buying Company Name and ID

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
BY

1
Buying Party

Name

D-U-N-S Number

Identification Code
ID

AN

ID

AN

N1
Selling Company Name & ID

Mandatory Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
SE

1
Selling Party

Name

D-U-N-S Number

Identification Code
ID

AN

ID

AN

N2-N4
Selling Company Address

Optional Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1
M

O

M

O

O

O

O

O
N201

N202

N301

N302

N401

N402

N403

N404
93

93

166

166

19

156

116

26

Name

Name

Address Information

Address Information

City Name

State or Province Code

Zip Code

Country Code
AN

AN

AN

AN

AN 

ID

ID

ID

DETAIL:







Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

PO1
Line Item Details

Mandatory Segment
Seller/Must Use

Seller/Must Use

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used         

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1per line

item

PO101

PO102

PO103

PO104

PO106

PO107

PO108

PO108

PO108

PO108

PO108

PO109

PO110

PO111

PO112

PO113

PO114

PO115

PO116
 
VP

BP

CG

CN

MF

MG
Assigned Identification

Quantity Ordered

Unit/Basis of Measurement Code

Unit Price

Vendor's(Seller's) Part Number

Product/Service ID

Buyer's Part Number

Commodity Grouping

Commodity Name

Manufacturer

Manufacturer's Part Number

Product/Service ID

Code From PO108

Product/Service ID

Code From PO108

Product/Service ID

Code From PO108

Product/Service ID

Code From 108
 

Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE



Seller/Used

C
PO117
234

Product/Service ID
AN

PID
Product/Item Description

Optional Segment
Seller/Must Use

Seller/Must Use
100 per

 line item
M

M
PID01

PID05
349

352
F
Free-Form

Description
ID

AN

SAC
Special Charges/Allowances and

Buyer's Accounting Details

Optional Segment
Seller/Used

Seller/Used

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1-25 per line item
M

M

M

M

M

M

O

C

C

O
SAC01

SAC01

SAC02

SAC02

SAC02

SAC02

SAC05

SAC06

SAC07

SAC15
248

248

1300

1300

1300

1300

610

378

332

352
C

N

F050

G830

H000

ZZZZ

Z


Charge

No Allowance or Charge

Other

Shipping and Handling

Special Allowance

Mutually Defined

Amount

Mutually Defined

Allowance or Charge Percent

Description
ID

ID

ID

ID

ID

ID

N2

ID

R

AN

NTE
Notes and Instructions for Line Item

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1-100per  line item
O

O

M
NTE01

NTE01

NTE02
363

363

3
GEN

SPH 
Entire Transaction Set

Special Handling

Free Form Message
ID

ID

AN

TXI
Line Item Tax and Tax Exemption

Optional Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1 per line item
M

C

C

C

C

C

C

C

C

C

C

C

C

O
TXI01

TXI02

TXI03

TXI04

TXI04

TXI04

TXI05

TXI06

TXI06

TXI06

TXI06

TXI06

TXI06

TXI09
963

782

954

955

955

955

956

441

441

441

441

441

441

325
TX

CD

VD

VE

0

1

2

3

8

9


All Taxes

Monetary Amount

Percent

Customer Defined

Vendor Defined

Vertex

Tax Jurisdiction Code

Exempt (For Export)

Yes       (Tax Exempt)

No        (Not Tax Exempt)

Exempt (For Resale)

Exempt (Sale To U.S. Govt.)

Exempt (Per State Law)

Tax Identification Number
ID

R

R

ID

ID

ID

AN

ID

ID

ID

ID

ID

ID

AN

SLN
Subline Item Detail

Optional Segment
Seller/Used

Seller/Used

Seller/Used
1 per line item
M

M

M

M

C
SLN01SLN03

SLN04SLN05

SLN06
350

661

380

355

212

Assigned Identification

Configuration Code

Quantity

Unit or Basis for Measurement 

Unit Price
AN

ID

R

ID

R

PID
Product/Item Description 

For SLN Loop

Optional Segment
Seller/Must Use

Seller/Must Use
1000 per

 line item
M

M
PID01

PID05
349

352
F
Free-Form

Description
ID

AN

SUMMARY:







Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

CTT
Line Item Transaction Total

Mandatory Segment
Seller/Used

Seller/Used
1
M

O
CTT01

CTT02
354

347

Number of Line Items

Hash Total
N0

R

AMT
Monetary Amount

Optional Segment
Seller/Used

Seller/Used
1
M

M
AMT01

AMT02
522

782
TT
Total Transaction Amount

Monetary Amount
ID

R

SE
Transaction Set Trailer

Mandatory Segment
Seller/Used

Seller/Used
1
M

M
SE01

SE02
96

329

Number of Included Segments

Transaction Set Control Number
N0

AN

GE
Functional Group Trailer

Mandatory Segment
Seller/Must Use

Seller/Must Use
1
M

M
GE01

GE02
97

28

No. of Transaction Sets Included

Group Control Number 
N0

N0

IEA
Interchange Envelope Trailer

Mandatory Segment
Seller/Must Use

Seller/Must Use
1
M

M
IEA01

IEA02
I16

I12

No.of Included Functional Group

Interchange Control Number 
N0

N0




Table B- 6  OBI Order Structure and Sequence 




Sent By Buying Organizations

HEADING:                                                                                                                M=Mandatory  O=Optional  C=Conditional
Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

ISA 
Interchange Envelope Header

Mandatory Segment
Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use
1
M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M

M
ISA01

ISA02

ISA03

ISA04

ISA05

ISA06

ISA07

ISA07

ISA08

ISA09

ISA10

ISA11

ISA12

ISA13

ISA14

ISA15

ISA15

ISA16
I01

I02

I03

I04

I05

I06

I05

I05

I07

I08

I09

I10

I11

I12

I13

I14

I14

I15
00

00

01

01

ZZ

U

00304

0

T

P


No Authorization Present

No Security Information Present

D-U-N-S Number

Interchange Sender ID

D-U-N-S

Mutually Defined

Interchange Receiver ID

Interchange Date

Interchange Time

US EDI Community

Draft Standards & X12 Proc.

Interchange Control Number

No Acknowledgment Required

Test Data

Production Data

Sub-Element Separator
ID

AN

ID

AN

ID

AN

ID

ID

AN

DT

TM

ID

ID

N0

ID

ID

ID

AN

GS
Functional Group Header

Mandatory Segment
Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Must Use
1
M

M

M

M

M

M

M

M
GS01

GS02

GS03

GS04

GS05

GS06

GS07

GS08
479

142

124

373

337

28

455

480


PO

X

003040
Purchase Order (850)

Application Sender Code

Application Receiver Code

Date

Time

Group Control Number

Accredited Standards Committee

Draft Standards Approved By

ASC X12
ID

AN

AN

DT

TM

N0

ID

AN



ST
Transaction Set Header

Mandatory Segment
Buyer/Used

Buyer/Used
1
M

M
ST01

ST02
143

329
850


X12 Purchase Order

Transaction Set Control Number
ID

AN

BEG
Beginning Segment for 850

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

M

M

M

O

M

O

O

O
BEG01

BEG02

BEG02

BEG03

BEG04

BEG05

BEG06

BEG08

BEG08
353

92

92

324

328

323

367

1019

1019
00

BK

SA

IBM

INR
OBI Order

Blanket Order

Stand-Alone Order

Purchase Order Number

Release Number

Purchase Order Date

Contract Number

Invoice By Mail

Invoice Not Required
ID

ID

ID

AN

AN

DT

AN

ID

ID

NTE
Notes and Special Instructions

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1-100
O

O

M
NTE01

NTE01

NTE02
363

363

3
GEN

SPH
Entire Transaction Set

Special Handling

Free Form Message
ID

ID

AN

CUR
Currency

Mandatory Segment
Seller/Used

Seller/Used
1
M

M
CUR01

CUR02
98

100
OB
Entity Identifier Code

Currency Code
ID

ID

Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

REF
OBI Version Number

Mandatory Segment
Buyer/Used

Buyer/Used
1
M

M
REF01

REF02
128

127
ZI*
Reference Version Number

Reference Number
ID

AN

REF
Credit Card Number

Optional Segment
Buyer/Used

Buyer/Used
1
M

M
REF01

REF02
128

127
E4
Charge Card Number

Reference Number
ID

AN

REF
Customer Reference Number

Optional Segment
Buyer/Used

Buyer/Used
1
M

M
REF01

REF02
128

127
CR
Customer Reference Number

Reference Number
ID

AN

REF
Credit Authorization Code

Optional Segment
Seller/Used

Seller/Used
1
M

M
REF01

REF02
128

127
BB
Authorization Number

Reference Number
ID

AN

REF
Supplier Transaction Number

Optional Segment
Seller/Used

Seller/Used
1
M

M
REF01

REF02
128

127
1V*
Vendor Order Number

Reference Number
ID

AN

PER


Requisitioner or Receiving Contact

Information (Phone/Fax/Email)

Mandatory Segment


Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1-4


M

M

M

C

C

C

C

C

C

C

C
PER01

PER01

PER02

PER03

PER03

PER03

PER04

PER05

PER05

PER05

PER06
366

366

93

365

365

365

364

365

365

365

364
OD

RE

EM

FX

TE

EM

FX

TE
Order Department

Receiving Contact

Name

Electronic Mail

Facsimile

Telephone

Communication Number

Electronic Mail

Facsimile

Telephone

Communication Number
ID

ID

AN

ID

ID

ID

AN

ID

ID

ID

AN

CSH
Ship Partial / Complete

Optional Segment
Buyer/Used

Buyer/Used
1
M

M
CSH01

CSH01
563

563
SC

SP  
Ship Complete

Ship Partial
ID

ID

SAC
Special Charges, Allowances, and 

Buyer's Accounting Details

Optional Segment


Buyer/Used

Buyer/Must Use

Buyer/Must Use

Seller/Must Use

Buyer/Must Use

Buyer/Must Use

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1-25
M

M

M

M

M

M

O

C

C

C

O
SAC01

SAC01

SAC02

SAC02

SAC02

SAC02

SAC05

SAC06

SAC07

SAC13

SAC15
248

248

1300

1300

1300

1300

610

378

332

127

352
C

N

F050

G830

H000

ZZZZ

Z
Charge

No Allowance or Charge

Other

Shipping and Handling

Special Allowance

Mutually Defined

Amount

Mutually Defined

Allowance or Charge Percent

Reference Number

Description
ID

ID

ID

ID

ID

N2

ID

R

AN

AN

DTM
Original Order Request Date

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C
DTM01

DTM02

DTM03
374

373

337
007


Effective

Date

Time
ID

DT

TM

DTM
Credit Card Expiration Date

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C
DTM01

DTM06

DTM07
374

1250

1251
036

YM
Expiration

Year/Month Expressed as yymm 

Date/Time Period
ID

ID

AN

DTM
Deliver By Date

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C
DTM01

DTM02

DTM03
374

373

337    
002


Delivery Requested

Date

Time
ID

DT

TM

TXI
Total Tax and Tax Exemption

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C

C

C

C

C

C

C

C

C

C

O
TXI01

TXI02

TXI03

TXI04

TXI04

TXI04

TXI05

TXI06

TXI06

TXI06

TXI06

TXI06

TXI06

TXI09
963

782

954

955

955

955

956

441

441

441

441

441

441

325
TX

CD

VD

VE

0

1

2

3

8

9


All Taxes

Monetary Amount

Percent

Customer Defined

Vendor Defined

Vertex

Tax Jurisdiction Code

Exempt (For Export)

Yes       (Tax Exempt)

No        (Not Tax Exempt)

Exempt (For Resale)

Exempt (Sale To U.S. Govt.)

Tax Exempt (Per State Law)

Tax Identification Number
ID

R

R

ID

ID

ID

AN

ID

ID

ID

ID

ID

ID

AN

*See Notes pg. 82

Seg ID
Segment  
Data Owner

and

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

N1
Requisitioner Common Name/ID

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
EY

92
Employee Name

Name

Assigned by Buyer / Buyer's Ag.

Identification Code
ID

AN

ID

AN

N1
Buying Company Name and ID

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
BY

1
Buying Party

Name

D-U-N-S Number

Identification Code
ID

AN

ID

AN

N2-N4
Buying Company Address

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

O

M

O

O

O

O

O
N201

N202

N301

N302

N401

N402

N403

N404
93

93

166

166

19

156

116

26

Name

Name

Address Information

Address Information

City Name

State or Province Code

Zip Code

Country Code
AN

AN

AN

AN

AN

ID

ID

ID

N1
Bill to Name & ID

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
BT

92
Bill To Party

Name

Assigned by Buyer / Buyer'sAg.

Identification Code
ID

AN

ID

AN

N2-N4
Bill to Address

Optional Segment


Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

O

M

O

O

O

O

O
N201

N202

N301

N302

N401

N402

N403

N404
93

93

166

166

19

156

116

26

Name

Name

Address Information

Address Information

City Name

State or Province Code

Zip Code

Country Code
AN

AN

AN

AN

AN

ID

ID

ID

N1
Ship to Name & ID

Mandatory Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
ST

92
Ship To

Name

Assigned by Buyer / Buyer's Ag.

Identification Code
ID

AN

ID

AN

N2-N4
Ship to Address

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used

Buyer/Used
1
M

O

M

O

O

O

O

O
N201

N202

N301

N302

N401

N402

N403

N404
93

93

166

166

19

156

116

26

Name

Name

Address Information

Address Information

City Name

State or Province Code

Zip Code

Country Code
AN

AN

AN

AN

AN

ID

ID

ID

N1
Selling Company Name & ID

Mandatory Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
SE

1
Selling Party

Name

D-U-N-S Number

Identification Code
ID

AN

ID

AN

N2-N4
Selling Company Address

Optional Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1
M

O

M

O

O

O

O

O
N201

N202

N301

N302

N401

N402

N403

N404
93

93

166

166

19

156

116

26

Name

Name

Address Information

Address Information

City Name

State or Province Code

Zip Code

Country Code
AN

AN

AN

AN

AN

ID

ID

ID

N1
Shipping Carrier Name & ID

Optional Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used
1
M

C

C

C
N101

N102

N103

N104
98

93

66

67
CA

ZZ
Shipping Carrier

Name

Mutually Defined

Identification Code
ID

AN

ID

AN

DETAIL:







Seg ID
Segment  
Data Owner

And

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE 

PO1
Line Item Details

Mandatory Segment
Seller/Must Use

Seller/Must Use

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1per line item
M

M

O

C

M

M

O

O

O

O

O

C

O

C

O

C

O

C

O

C
PO101

PO102

PO103

PO104

PO106

PO107

PO108

PO108

PO108

PO108

PO108

PO109

PO110

PO111

PO112

PO113

PO114

PO115

PO116

PO117
350

330

355

212

235

234

235

235

235

235

235

234

235

234

235

234

235

234

235

234
VP

BP

CG

CN

MF

MG
Assigned Identification

Quantity Ordered

Unit/Basis of Measurement Code

Unit Price

Vendor's(Seller's) Part Number

Product/Service ID

Buyer's Part Number

Commodity Grouping

Commodity Name

Manufacturer

Manufacturer's Part Number

Product/Service ID

Code From PO108

Product/Service ID

Code From PO108

Product/Service ID

Code From PO108

Product/Service ID

Code From PO108

Product/Service ID
AN

R

ID

R

ID

AN

ID

ID

ID

ID

ID

AN

ID

AN

ID

AN

ID

AN

ID

AN

PID
Product/Item Description

Optional Segment
Seller/Must Use

Seller/Must Use
100 per 

line item
M

M
PID01

PID05
349

352
F
Free-Form

Description
ID

AN

SAC
Special Charges, Allowances and

Buyer's Accounting Details

Optional Segment
Seller/Used

Seller/Used

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Must Use

Seller/Used

Seller/Used

Seller/Used

Seller/Used Seller/Used
1-25 per line item
M

M

M

M

M

M

O

C

C

C

O
SAC01

SAC01

SAC02

SAC02

SAC02

SAC02

SAC05

SAC06

SAC07

SAC13

SAC15
248

248

1300

1300

1300

1300

610

378

332

127

352
C

N

F050

G830

H000

ZZZZ

Z


Charge

No Allowance of Charge

Other

Shipping and Handling

Special Allowance

Mutually Defined

Amount

Mutually Defined

Allowance or Charge Percent

Reference Number

Description
ID

ID

ID

ID

ID

ID

N2

ID

R

AN

AN

IT8
Ship Partial / Complete

Optional Segment
Buyer/Must Use

Buyer/Must Use
1 per line item
M

M
IT801

IT801
563

563
SC

SP
Ship Complete

Ship Partial
ID

ID 

DTM


Deliver By Date

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1 per line item
M

C

C
DTM01

DTM02

DTM03
374

373

337
002


Delivery Requested

Date

Time
ID

DT

TM

NTE
Notes and Instructions for Line

 Item

Optional Segment
Buyer/Used

Buyer/Used

Buyer/Used
1-100per line item
O

O

C
NTE01

NTE01

NTE02
363

363

3
GEN

SPH 
Entire Transaction Set

Special Handling

Free Form Message
ID

ID

AN

TXI
Line Item Tax and Tax Exemption

Optional Segment
Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used

Seller/Used
1 per line item
M

C

C

C

C

C

C

C

C

C

C

C

C

O
TXI01

TXI02

TXI03

TXI04

TXI04

TXI04

TXI05

TXI06

TXI06

TXI06

TXI06

TXI06

TXI06

TXI09
963

782

954

955

955

955

956

441

441

441

441

441

441

325
TX

CD

VD

VE

0

1

2

3

8

9


All Taxes

Monetary Amount

Percent

Customer Defined

Vendor Defined

Vertex

Tax Jurisdiction Code

Exempt (for export)

Yes       (tax exempt)

No        (not tax exempt)

Exempt (for resale)

Exempt (sale to U.S. Govt.)

Exempt (per State Law)

Tax Identification Number
ID

R

R

I

I

I

AN

ID

ID

ID

ID

ID

ID

AN

Seg ID
Segment  
Data Owner

And

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE 

SLN
Subline Item Detail

Optional Segment
Seller/Used

Seller/Used

Seller/Used
1 per line item
M

M

M

M

C
SLN01SLN03

SLN04SLN05

SLN06
350

661

380

355

212

Assigned Identification

Configuration Code

Quantity

Unit or Basis for Measurement 

Unit Price
AN

ID

R

ID

R

PID
Product/Item Description 

For SLN Loop

Optional Segment
Seller/Must Use

Seller/Must Use
1000 per

 line item
M

M
PID01

PID05
349

352
F
Free-Form

Description
ID

AN

 SUMMARY:






Seg ID
Segment  
Data Owner

And

Usage
Max Use/Loop

Repeat
M

O

C
REF
ID
CODE
ELEMENTS

NAME
TYPE

CTT
Line Item Transaction Total

Mandatory Segment
Buyer/Used

Buyer/Used
1
M

O
CTT01

CTT02
354

347

Number of Line Items

Hash Total
N0

R

AMT
Monetary Amount

Optional Segment
Buyer/Used

Buyer/Used 
1
M

M
AMT01

AMT02
522

782
TT
Total Transaction Amount

Monetary Amount
ID

R

SE
Transaction Set Trailer

Mandatory Segment
Buyer/Used

Buyer/Used
1
M

M
SE01

SE02
96

329

Number of Included Segments

Transaction Set Control Number
N0

AN

GE
Functional Group Trailer

Mandatory Segment
Buyer/Must Use

Buyer/Must Use
1
M

M
GE01

GE02
97

28

No. of Transaction Sets Included

Group Control Number
N0

N0

IEA
Interchange Envelope Trailer

Mandatory Segment
Buyer/Must Use

Buyer/Must Use
1
M

M
IEA01

IEA02
I16

I12

No. of Included Functional Group

Interchange Control Number
N0

N0

Notes for Tables B-5 and B-6:





1.    Mandatory Segments are required to be used by buyers and sellers without any exceptions.


2.    Optional Segments are based upon trading partners agreements.




3.    Only the owner of each Segment Id has the authority to change it.




4. If the owner of a Segment chooses to use it, the data must be passed throughout the process.

5. Mandatory Elements must be used within a segment.

6. Conditional Elements are used based on the use of other data elements and are not required.

7. At least one PER segment is mandatory in an Order to transmit contact information for Requisitioner or Receiving Party to the 

       supplier. 

6.  The use of the DTM segment for the Original Order Request Date is mandatory in an Order Request.  It is used in an Order only if the 850 is being sent in direct response to an Order Request from a Supplier. It is not used in an Order if the 850 has been generated from a template.

7.  The use of the N1 segment for Ship-To information is mandatory in an Order.

8.  It is important to distinguish between letter I and number 1 during implementations.  For a clear representation and explanation of this code, refer to the segment descriptions in Appendix C.  

appendix c




                              OBI ORDER FORMAT EDI SPECIFICATION

 X12 Implementation Standard 

 Release V2.0




2.0   Introduction

This document contains the format and establishes the data content for OBI EDI Orders.  This document supersedes the OBI/1.1 Order Format Specification published in June 1998.

The OBI Consortium developed this implementation standard.  Organizations implementing OBI compliant solutions will use this standard to exchange OBI Orders and Order Requests.  These data formats are typically exchanged using Internet transport protocols as defined in the OBI/2.0 Technical Specification. Organizations implementing OBI compliant solutions should review this implementation standard with their trading partners.

This standard is useful to systems analysts and application programmers who are designing or implementing systems that will create or read OBI Orders or Order Requests.  The convention should help these individuals identify how application data is formatted for an OBI transaction.

The implementation standard is used to transmit an OBI Order Request or OBI Order between buying and selling organizations.  Typically, an OBI Order Request is transmitted from selling organization to buying organization after a requisitioner interacts with a supplier's catalog to select items.  An OBI Order is transmitted from a buying organization to a supplier after internal systems and any workflow processes have completed and approved the order. An OBI Order may incorporate changes to the initial Order Request or may be generated by the buying organization without a related Order Request.

The OBI Order Request and Order format implementation standard is designed to support high-volume, low-dollar transactions involving non-production goods and services based on existing trading partner relationships.  These transactions typically involve only a few line items, next day delivery, pre-defined shipping, and terms and conditions which are based on existing agreements. The standard restricts the use of 850 data segments and data elements to those required for these kinds of transactions in order to simplify implementation and ensure interoperability.

As a result, the OBI order format standard will not support all types of purchasing transactions.  In particular, it has explicitly not been designed to support the coding of traditional purchase orders which include terms and conditions, significant line item detail, complex delivery schedules, detailed shipping instructions, etc.  It has also not been designed to support complex, high-dollar transactions or the acquisition of production good and services.

OBI and the X12 Standard

This implementation standard conforms to the X12 Version 3040 standard and is based on a subset of the X12 850 Purchase Order transaction set.  For clarification of X12 acronyms, syntax, abbreviations and codes refer to the X12 Version 3040 documentation set.  The OBI Consortium uses the 3040 version of the standard for the OBI/2.0 format, rather than more recent versions, because it is commonly used today within buying organizations and selling organizations. The format will migrate to more recent versions of the standard, such as 4010, in the future as these are adopted by buying and selling organizations.

Functional Groups and Control Numbers

An OBI transaction consists of one interchange containing one functional group that contains one 850 transaction set.   Since OBI transactions involve only one functional group and one 850 transaction, the following control number conventions are recommended but are not required.

Control Number
Data Element ID
Recommended Numbering Convention

Interchange Control Number 
ISA13, IEA02
Unique number per originating site.  One per OBI Order 



or Order Request.  If the combination of the Trading 



Partner ID and Interchange Control Number is received,



the transaction should be considered a duplicate and



the appropriate HTTP Response should be generated.                      



Start at 000000001, incremented by 1 per interchange

Group Control Number 
GS06, GE02
1 (only one functional group is used per interchange)

Transaction Set Control Number
ST02, SE02
0001 (only one transaction is used per functional group)

Data Element and Data Segment Separation

X12 transactions include delimiters to separate data segments, data elements and data sub-elements.  These delimiters are defined within the body of the transaction as follows:

· Data Element Separator:  The first occurrence of the data element separator is at the fourth byte of the interchange header. The value appearing there defines the data element separator to be used throughout the transaction.  

· Sub-Element Separator:  The value appearing in data element ISA16 defines the data sub-element separator.  Data sub-elements are not currently used within an OBI transaction however data element ISA16 is required and a valid delimiter character must be used in this field.

· Segment Terminator:  The first occurrence of the segment terminator immediately follows the ISA16 field in the interchange header.  The value appearing there establishes the segment terminator to be used throughout the transaction. 

Any character can serve as a delimiter so long as it is disjoint from every other value in the transaction and not in conflict with transmission protocols. The OBI Consortium recommends (but does not require) that segments and elements be separated by the following X12 recommended delimiters:

Name


X12 Recommended Delimiter

Data Element Separator
ASCII hexadecimal character 1D 

Sub-element Separator
ASCII hexadecimal character 1F 

Segment Terminator
ASCII hexadecimal character 1C 

X12 specifies that if a data field within a segment is not used it is followed by a data element separator to indicate that nothing is in the field.  When unused data fields appear at the end of a data segment, it is optional to transmit these data element separators.

In the examples included in this specification, the data element separator is graphically displayed as an asterisk (*) and data segments are displayed on separate lines.

Mandatory/Optional Usage

Mandatory segments must be included in an OBI transaction.  Optional segments are at the option of the sending party.  Data segments that are mandatory in the X12 standard are mandatory in the OBI Order Format.  In addition, the OBI specification requires the use of some segments that are optional in X12.  

Mandatory data elements must be used if the given data segment is used.  Optional data elements are used at the option of the sending party.  Conditional data elements are used based on the value or presence of other elements in the segment and these conditions are stated in the specification.  

Mandatory/optional usage differs somewhat between OBI Order Requests and OBI Orders, at both the segment and element levels.  Tables B-5 and B-6 in Appendix B summarize mandatory/optional usage of segments in Order Requests and OBI Orders. Differences in usage of individual data elements between an Order and an Order Request are detailed in the individual segment descriptions that follow.

Data segments and fields must be used as described in this specification.  Positioning and occurrences of segments must also be as specified. 

Data segments and fields that are not specifically identified in this implementation standard should not be used in OBI 2.0 compliant transactions. 

No Use of Acknowledgments 

The OBI/2.0 convention does not specify use of an ASC X12 Interchange Acknowledgment Segment (TA1) to acknowledge receipt of one interchange header and trailer envelope. Nor does OBI require use of the 997 or 824 ASC X12 transactions for syntactic and semantic acknowledgment of the transaction.

Network transport protocols used for transmission of OBI order data will provide a measure of assurance to sender and receiver as to whether the OBI order transaction arrived. However, these protocols will not assess whether the data content of the OBI transmission, namely the interchange control information and the detail transaction segment was adequate or intelligible to the receiving party.

Use of acknowledgments (and handling of error cases) in OBI/2.0 transmissions (other than those that are part of the OBI transport protocol(s)) are matters between trading partners. These are not specified by OBI conventions in OBI/2.0.

Sender/Receiver IDs

The OBI Consortium recommends, but does not require, the use of standard organizational codes such as D-U-N-S numbers to identify organizations in data segments requiring such identification.  Custom codes for organizations may conflict with those in use by trading partners and result in interoperability issues.

Year 2000 Policy

The X12 003040 specification for the Purchase Order (850) transaction contains several date fields with a year format of YYMMDD.  When formatting dates for transmission in OBI EDI documents, OBI compliant applications should apply the X.509 ITU-T recommendation for Year 2000 (ISO/IED 9594-8: 1997 standard).  This standard specifies that the two-digit year format should be interpreted as follows: If YY is 50 through 99 inclusive, it is assumed the year is 1950 - 1999.  If YY is 00 through 49 inclusive, it is assumed the year is 2000 - 2049.

DETAILED SEGMENT SPECIFICATIONS

850
Purchase Order


Functional Group=PO

This Draft Standard for Trial Use contains the format and establishes the data contents of the Purchase Order Transaction Set (850) for use within the context of an Electronic Data Interchange (EDI) environment. The transaction set can be used to provide for customary and established business and industry practice relative to the placement of purchase orders for goods and services. This transaction set should not be used to convey purchase order changes or purchase order acknowledgment information.

Industry:

The OBI Consortium developed this OBI Order Format implementation guideline.  Organizations implementing OBI compliant solutions will use this guideline to exchange OBI Orders and Order Requests.  These data formats are typically exchanged using Internet transport protocols as defined in the OBI/2.0 Technical Specification.  Organizations implementing OBI compliant solutions should review this guideline with their trading partners.

The purpose of this transaction is to transmit one OBI Order Request or OBI Order between buying and selling organizations.  Typically, an OBI Order Request is transmitted from selling organization to buying organization after a requisitioner interacts with a supplier's catalog to select items.  An OBI Order is transmitted from a buying organization to a selling organization and is typically the result of adding appropriate detail from the buying organization's procurement profile database and any internal workflow process for order completion and approval.  An OBI Order may incorporate changes to the initial Order Request or may be generated by the buying organization without a related Order Request.

The OBI Order Request and Order format specification is designed to support high-volume, low-dollar transactions involving non-production goods and services based on existing trading partner relationships.  These transactions typically involve only a few line items, next day delivery, pre-defined shipping, and terms and conditions which are based on existing agreements. The specification restricts the use of 850 data segments and data elements to those required for these kinds of transactions in order to simplify implementation and ensure interoperability.

The OBI format will not support all types of purchasing transactions.  In particular, it has explicitly not been designed to support the coding of traditional purchase orders which include terms and conditions, significant line item detail, complex delivery schedules, detailed shipping instructions, etc.  It has also not been designed to support complex, high-dollar transactions or the acquisition of production good and services

This guideline will be useful to systems analysts and application programmers who are designing or implementing systems that will create or read OBI Orders or Order Requests.  The convention should help these individuals identify how application data is formatted for an OBI transaction.

The X12 003040 specification for the Purchase Order (850) transaction contains several date fields with a year format of YYMMDD.  When formatting dates for transmission in OBI EDI documents, OBI compliant applications should apply the X.509 ITU-T recommendation for Year 2000 (ISO/IED 9594-8: 1997 standard).  This standard specifies that the two-digit year format should be interpreted as follows: If YY is 50 through 99 inclusive, it is assumed the year is 1950 - 1999.  If YY is 00 through 49 inclusive, it is assumed the year is 2000 - 2049.

The following X12-defined codes appear in this specification. Refer to X12 documents for complete definitions of codes.

Data Segment Requirement Designator: M=Mandatory   O=Optional 

Data Element Condition Designator: M=Mandatory   O=Optional  C=Conditional (usage depends on use of other data elements)

Data Element Type: AN=String   ID=identifier  DT=date/time R=Decimal (contains explicit decimal point) Nn=Numeric (where n indicates positions to right of implied decimal point)

Heading:



Pos
Id
Segment Name
Req
Max Use
Repeat
Notes
Usage












001
ISA
Interchange Control Header
M
1


Must use












002
GS
Functional Group Header
M
1


Must use












010
ST
Transaction Set Header
M
1


Must use












020
BEG
Beginning Segment for Purchase Order
M
1


Must use












030
NTE
Note/Special Instruction
O
100


Used












040
CUR
Currency
M
1


Used












050
REF
Reference Numbers
O
5


Must use












060
PER
Administrative Communications Contact
O
4


Used












110
CSH
Header Sale Condition
O
1


Used












120
SAC
Service, Promotion, Allowance, or Charge Information
O
25


Used












150
DTM
Date/Time Reference
M
3


Must use












285
TXI
Tax Information
O
1


Used































LOOP ID - N1


5














310
N1
Name
M
1


Must use












320
N2
Additional Name Information
O
1


Used












330
N3
Address Information
O
1


Used












340
N4
Geographic Location
O
1


Used











Detail:



Pos
Id
Segment Name
Req
Max Use
Repeat
Notes
Usage































LOOP ID - PO1


100














010
PO1
Baseline Item Data
M
1

N2/010
Must use































LOOP ID - PID


1














050
PID
Product/Item Description
O
100

N2/050
Used












130
SAC
Service, Promotion, Allowance, or Charge Information
O
25


Used












140
IT8
Conditions of Sale
O
1


Used












210
DTM
Date/Time Reference
O
1


Used













NTE
Note/Special Instruction
O
100


Used












295
TXI
Tax Information
O
1


Used











LOOP ID - SLN


1000














470
SLN
Subline Item Detail
O
1


Used










490
PID
Product/Item Description
O
1000


Used











Summary:



Pos
Id
Segment Name
Req
Max Use
Repeat
Notes
Usage












010
CTT
Transaction Totals
M
1


Must use












020
AMT
Monetary Amount
O
1


Used












030
SE
Transaction Set Trailer
M
1


Must use












031
GE
Functional Group Trailer
M
1


Must use












032
IEA
Interchange Control Trailer
M
1


Must use











Notes:

1/030
The OBI Consortium specifies that the NTE segment in the header be positioned between the BEG and REF segments in the header and between the DTM and TXI segments in the detail. 

2/010
The OBI Consortium defines the Maximum Loop Count of the PO1 loop to be 100.

2/050
The OBI Consortium defines the Maximum Loop Count of the PID loop to be 100.

ISA
Interchange Control Header
Pos: 001
Max: 1

Heading - Mandatory

Loop: N/A
Elems: 16

Purpose:

To start and identify an interchange of one or more functional groups and interchange-related control segments

Industry:

The OBI Consortium recommends the use of standard company codes such as a D-U-N-S number for ISA06 and ISA08. 

Within an OBI transmission, authorization and security are outside the scope of the EDI specification since these are handled by Internet security protocols and digital certificates. For this reason ISA02 and ISA04 contain blank spaces.

ISA13 - This number is assigned uniquely for each OBI Order or Order Request.   If the combination of the Trading

Partner ID and Interchange Control Number is received, the transaction should be considered a duplicate and the appropriate HTTP Response should be generated.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


ISA01
I01
Authorization Information Qualifier

Description:  Code to identify the type of information in the Authorization Information.


Code
NAME                                                                                          
 
00
No Authorization Present (No Meaningful Information in I02)


M
ID
2/2
Must use


ISA02
I02
Authorization Information

Description:  Information used for additional identification or authorization of the sender or the data in the interchange. The type of information is set by the Authorization Information Qualifier.

Industry: The OBI Consortium specifies that this field contain 10 blank spaces.


M
AN
10/10
Must use


ISA03
I03
Security Information Qualifier

Description:  Code to identify the type of information in the Security Information.


Code
NAME                                                                                          
 
00
No Security Information Present


M
ID
2/2
Must use


ISA04
I04
Security Information

Description:  This is used for identifying the security information about the sender or the data in the interchange. The type of information is set by the Security Information Qualifier.

Industry: The OBI Consortium specifies that this field contain 10 blank spaces


M
AN
10/10
Must use


ISA05
I05
Interchange ID Qualifier

Description:  Qualifier to designate the system/method of code structure used to designate the sender or receiver ID element being qualified.


Code
NAME                                                                                          
 
 01       D-U-N-S Number

      ZZ
Mutually Defined


M
ID
2/2
Must use


ISA06
I06
Interchange Sender ID

Description:  Identification code published by the sender for other parties to use as the receiver ID to route data to them. The sender always codes this number in the sender ID element.

Industry:  The OBI Consortium recommends but does not require the use of standard company codes, such as the D-U-N-S numbers.


M
AN
15/15
Must use


ISA07
I05
Interchange ID Qualifier

Description:  Qualifier to designate the system/method of code structure used to designate the sender or receiver ID element being qualified.


Code
NAME  

     01       D-U-N-S                                                                                    

 
ZZ
Mutually Defined


M
ID
2/2
Must use


ISA08
I07
Interchange Receiver ID

Description:  Identification code published by the receiver of the data. When sending, it is used by the sender as their sending ID, thus other parties sending to them will use this as a receiving ID to route data to them.

Industry:  The OBI Consortium recommends but does not require the use of standard company codes such as the D-U-N-S number for this element.


M
AN
15/15
Must use


ISA09
I08
Interchange Date

Description:  Date of the interchange.

Industry:  Date expressed as YYMMDD.


M
DT
6/6
Must use


ISA10
I09
Interchange Time

Description:  Time of the interchange.

Industry:  Time expressed as HHMM.


M
TM
4/4
Must use


ISA11
I10
Interchange Control Standards Identifier

Description:  Code to identify the agency responsible for the control standard used by the message that is enclosed by the interchange header and trailer.


Code
NAME                                                                                          
 
U
US EDI Community of X12, TDCC and UCS


M
ID
1/1
Must use


ISA12
I11
Interchange Control Version Number

Description:  This version number covers the interchange control segments.


Code
NAME                                                                                          
 
00304
Draft Standards for Trial Use Approved for Publication by ASC X12 Procedures Review Board through October 1993


M
ID
5/5
Must use


ISA13
I12
Interchange Control Number

Description:  This number uniquely identifies the interchange data to the sender. It is assigned by the sender. Together with the sender ID it uniquely identifies the interchange data to the receiver. It is suggested that the sender, receiver, and all third parties be able to maintain an audit trail of interchanges using this number.

Industry:  The control number should be uniquely assigned by the sender to each interchange sent to aid in error recovery and research.  The control number in the IEA segment (IEA02) must be identical to the control number in the ISA segment for each interchange.


M
N0
9/9
Must use


ISA14
I13
Acknowledgment Requested

Description:  Code sent by the sender to request an interchange acknowledgment.


Code
NAME                                                                                          
 
0
No Acknowledgment Required


M
ID
1/1
Must use


ISA15
I14
Test Indicator

Description:  Code to indicate whether data enclosed by this interchange envelope is test or production.


Code
NAME   

     T        Test Data                                                                              

 
P
Production Data


M
ID
2/2
Must use


ISA16
I15
Sub-element Separator

Description:  This is a field reserved for future expansion in separating data element subgroups. (In the interest of a migration to international standards, this must be different from the data element separator).

Industry: X12 recommends the use of ASCII hexadecimal character 1F.
M
AN
1/1
Must use

Comments:

Example: 

ISA*00*          *00*          *ZZ*13423663*ZZ*3939293*980301*2210*U*00304*000034112*0*P 
GS
Functional Group Header
Pos: 002
Max: 1

Heading - Mandatory

Loop: N/A
Elems: 8

Purpose:

To indicate the beginning of a functional group and to provide control information

Industry:

The OBI Consortium recommends the use of standard company codes such as a D-U-N-S number for GS02 and GS03. 

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


GS01
479
Functional Identifier Code

Description:  Code identifying a group of application related Transaction Sets.


Code
NAME                                                                                          
 
PO
Purchase Order (850)


M
ID
2/2
Must use


GS02
142
Application Sender's Code

Description:  Code identifying party sending transmission. Codes agreed to by trading partners.

Industry:  The OBI Consortium recommends the use of standard company codes such as D-U-N-S number for this element.


M
AN
2/15
Must use


GS03
124
Application Receiver's Code

Description:  Code identifying party receiving transmission. Codes agreed to by trading partners.

Industry:  The OBI Consortium recommends the use of standard company codes such as D-U-N-S number for this element.


M
AN
2/15
Must use


GS04
373
Date

Description:  Date (YYMMDD).


M
DT
6/6
Must use


GS05
337
Time

Description:  Time expressed in 24-hour clock time as follows: HHMM, or HHMMSS, or HHMMSSD, or HHMMSSDD, where H = hours (00-23), M = minutes (00-59), S = integer seconds (00-59) and DD = decimal seconds; decimal seconds are expressed as follows: D = tenths (0-9) and DD = hundredths (00-99)


M
TM
4/8
Must use


GS06
28
Group Control Number

Description:  Assigned number originated and maintained by the sender.

Industry:  The sender assigns the control number. The control number in the GE segment (GE02) must be identical to the control number in the GS segment. The OBI Consortium recommends the use of 1 since an OBI transaction has only one functional group within an interchange.


M
N0
1/9
Must use


GS07
455
Responsible Agency Code

Description:  Code used in conjunction with Data Element 480 to identify the issuer of the standard.


Code
NAME                                                                                          
 
X
Accredited Standards Committee X12


M
ID
1/2
Must use


GS08
480
Version / Release / Industry Identifier Code

Description:  Code indicating the version, release, sub-release, and industry identifier of the EDI standard being used, including the GS and GE segments. 


Code
NAME                                                                                          
 
003040
Draft Standards Approved for Publication by ASC X12 Procedures Review Board through October 1993


M
AN
1/12
Must use

Comments:

Example:

GS*PO*43423663*3939293*980301*2210*1*X*003040

ST
Transaction Set Header
Pos: 010
Max: 1

Heading - Mandatory

Loop: N/A
Elems: 2

Purpose:

To indicate the start of a transaction set and to assign a control number

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


ST01
143
Transaction Set Identifier Code

Description:  Code uniquely identifying a Transaction Set.


Code
NAME                                                                                          
 
850
X12.1 Purchase Order


M
ID
3/3
Used


ST02
329
Transaction Set Control Number

Description:  Identifying control number that must be unique within the transaction set functional group assigned by the originator for a transaction set

Industry:  The sender assigns the control number. The control number in the SE segment (SE02) must be identical to the control number in the ST segment for each transaction. The OBI Consortium recommends the use of 0001 since there is only one OBI 850 transaction in an interchange.


M
AN
4/9
Used

Comments:

Example:  ST*850*0001

BEG
Beginning Segment for Purchase Order
Pos: 020
Max: 1

Heading - Mandatory

Loop: N/A
Elems: 7

Purpose:

To indicate the beginning of the purchase order transaction set and transmit identifying numbers and dates.

Industry:

The OBI Consortium uses this segment to transmit the Buyer’s Order Number and Date of Transaction and to specify if a procurement card is being used for payment.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


BEG01
353
Transaction Set Purpose Code

Description:  Code identifying purpose of transaction set.


Code
NAME                                                                                          
 
00
Original

  
 
DESCRIPTION:
  
 
Used to designate an OBI Order
 
13
Request

  
 
DESCRIPTION:
  
 
Used to designate OBI Order Request.

M
ID
2/2
Used


BEG02
92
Purchase Order Type Code

Description:  Code specifying the type of Purchase Order.


Code
NAME                                                                                          
 
BK
Blanket Order 

 
SA
Stand-alone Order

Industry: OBI Consortium recommends the use of SA for an OBI Order Request. If BEG02=BK, use BEG04 for release number.


M
ID
2/2
Used


BEG03
324
Purchase Order Number

Description:  Identifying number for Purchase Order assigned by the orderer/purchaser.

Industry:  This field contains the Buyer’s Order Number.  This might be a Purchase Order number, a Blanket Purchase Order number or a unique transaction number.  

Must equal zero for OBI Order Requests (BEG01=13).  

 
M
AN
1/22
Used


BEG04
328
Release Number

Description:  Number identifying a release against a Purchase Order previously placed by the parties involved in the transaction.

Industry:  Used by the OBI Consortium to identify a Blanket Order Release Number (BEG01 = 00 and BEG02 = BK).

Not used for OBI Order Requests (BEG01 = 13) or Stand-Alone Orders (BEG02 = SA).


O
AN
1/30
Used


BEG05
323
Purchase Order Date

Description:  Date assigned by the purchaser to Purchase Order.

Industry:  YYMMDD format.


M
DT
6/6
Used


BEG06
367
Contract Number

Description:  Contract number.


O
AN
1/30
Used


BEG08
1019
Invoice Type Code

Description:  Code defining the method by which invoices are to be processed.


Code
NAME                                                                                          
 
IBM
Invoice By Mail

  
 
DESCRIPTION:
  
 
For all procurement types other than procurement card.
 
INR
Invoice Not Required (Such As Evaluated Receipts Settlements)

  
 
DESCRIPTION:
  
 
Use to designate a procurement card transaction.  

Industry:  For a procurement card transaction (BEG08=INR) associated data such as the card number, expiration date, customer reference field and authorization code are optionally included in the Reference (REF) and Date/Time (DTM) segments of the Order.  If BEG08=INR and some or all of associated information is not provided, it is assumed that the supplier has the necessary information to process the transaction.
O
ID
3/3
Used

Comments:

Example:  BEG*00*SA*123456523**980301***INR

NTE
Note/Special Instruction
Pos: 030
Max: 100

Heading – Optional

Loop: N/A
Elems: 2

Purpose:

To transmit information in a free-form format, if necessary, for comment or special instruction

Industry:
The OBI Consortium DOES NOT RECOMMEND the use of this segment to send free-form text that requires human intervention. Use of this segment should be restricted and trading partners must agree to the action that will occur as a result of each type of note sent.  

The OBI Consortium recommends that trading partners limit the use of the segment such that it does not involve manual handling.  One such use might be the following: “Selling Organization agrees to automatically print the contents of NTE02 onto the shipping document. No manual intervention will be involved.”

If the NTE segment is used in the header area it is positioned between the BEG and REF segments. The NTE segment can also be used in the detail area.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


NTE01
363
Note Reference Code

Description:  Code identifying the functional area or purpose for which the note applies.


Code
NAME                                                                                          
 
GEN
Entire Transaction Set

  
 
DESCRIPTION:
  
 
Used to designate instructions other than Special Handling instructions.
 
SPH
Special Handling


O
ID
3/3
Used


NTE02
3
Free Form Message

Description:  Free-form text.


M
AN
1/60
Used

Comments:

The NTE segment permits free-form information/data which, under ANSI X12 standard implementations, is not machine processable. The use of the ``NTE'' segment should therefore be avoided, if at all possible, in an automated environment.

Example:

NTE*SPH*Please leave at front desk if delivery is after 1PM.

CUR
Currency
Pos: 040
Max: 1

Heading – Mandatory

Loop: N/A
Elems: 2

Purpose:

To specify the currency (dollars, pounds, francs, etc.) used in a transaction

Industry:
Although the OBI Specification does not address Buying and Selling between organizations outside of the United States at present, the strategic goal of the Standard must be to proliferate the model further afield.

There are many Buying organizations that are anxious to see the Standard used in countries other than the US.  

Rather than fully adopt an international standard for OBI at this stage, the recommendation is to take a phased approach to internationalization.  The first stage is the support for the currency field in the OBI 850 Header.
Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


CUR01
98
Entity Identifier Code

Description:  Code identifying an organizational entity, a physical location, or an individual.

      Code         NAME

       OB           Ordered By
 M
ID
2/2
Used


CUR02
100
Currency Code

Description: Code (Standard ISO) for country in whose currency the charges are specified

M
ID
3/3
Used

Comments:

OBI recommends the use of 'OB' as the Entity Identifier Code

REF
Reference Numbers
Pos: 050
Max: 5

Heading -Optional

Loop: N/A
Elems: 2

Purpose:

To specify identifying numbers

Industry:

The OBI Consortium requires at least one occurrence of the REF segment to transmit the OBI Version Number (REF01 = ZI).  For OBI Version 2.0, REF01=ZI and REF02=2.0

The OBI Consortium uses three occurrences of the REF segment to transmit credit card number (REF01 = E4), authorization code (REF01 = BB) and reference number (REF01 = CR) when procurement cards are used for settlement (BEG08 = INR).

The OBI Consortium uses one occurrence of this segment to transmit the supplier transaction number (REF01 = 1V) with both Order Requests (BEG01=13) and Orders (BEG01=00) when available.  Buyer-generated Orders without related Order Requests do not contain supplier transaction numbers.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


REF01
128
Reference Number Qualifier

Description:  Code qualifying the Reference Number.


Code
NAME                                                                                          
 
1V
Related Vendor Order Number

                DESCRIPTION:

                For selling organization transaction number.

 
BB
Authorization Number

                DESCRIPTION:

                For credit authorization code

 
CR
Customer Reference Number

  
 
DESCRIPTION:
  
 
For customer-specific information with procurement cards.
 
E4
Charge Card Number

 
ZI
Reference Version Number

                DESCRIPTION: 

                To specify OBI Version number.


M
ID
2/2
Used


REF02
127
Reference Number

Description:  Reference or identification number as defined for a particular Transaction Set, or as specified by the Reference Number Qualifier.

Industry:  The OBI Consortium requires the value of this element to be "2.0" to designate OBI Version 2.0 (REF01 = ZI).


M
AN
1/30
Used

Comments:

Examples:

REF*ZI*2.0

REF*1V*970049393

REF*E4*3787-812345-67893

REF*BB*533432

REF*CR*997432/420/joedd
PER
Administrative Communications Contact
Pos: 060
Max: 4

Heading - Optional

Loop: N/A
Elems: 6

Purpose:

To identify a person or office to whom administrative communications should be directed

Industry:

The OBI Consortium requires at least one occurrence of this segment on OBI Orders (BEG01 = 00) to identify contact information (telephone, electronic mail and/or fax) for the order.  

Contact information is conveyed for a Requisitioner (the person making the purchase) and/or a Receiving Contact (the person who will receive the goods). In the case where an individual makes a purchase on behalf of someone else, the Requisitioner and the Receiving Contact may be different. If so, two occurrences of the segment will be used. In cases where the Requisitioner and Receiving Contact are the same person, only one occurrence of the segment will be necessary.

One occurrence of the PER segment can carry one or two communication numbers.  If three numbers (phone, fax, and electronic mail) need to be conveyed, an additional occurrence of the segment will be used.

This segment is optional for OBI Order Requests (BEG01 = 13).

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


PER01
366
Contact Function Code

Description:  Code identifying the major duty or responsibility of the person or group named.


Code
NAME                                                                                          
 
OD
Order Department

  
 
DESCRIPTION:
  
 
Used to designate the Requisitioner.
 
RE
Receiving Contact

  
 
DESCRIPTION:
  
 
Used to identify the receiving party if this is a different person than the Requisitioner.

M
ID
2/2
Used


PER02
93
Name

Description:  Free-form name.

Industry: If PER01 = OD, this field contains the Requisitioner Name. If PER01 = RE, this field contains the Receiving Contact Name.


M
AN
1/35
Used


PER03
365
Communication Number Qualifier

Description:  Code identifying the type of communication number.


Code
NAME                                                                                          
 
EM
Electronic Mail

 
FX
Facsimile

 
TE
Telephone


C
ID
2/2
Used


PER04
364
Communication Number

Description:  Complete communications number including country or area code when applicable.
C
AN
1/80
Used


PER05
365
Communication Number Qualifier

Description:  Code identifying the type of communication number.


Code
NAME                                                                                          
 
EM
Electronic Mail

 
FX
Facsimile

 
TE
Telephone


C
ID
2/2
Used


PER06
364
Communication Number

Description:  Complete communications number including country or area code when applicable.
C
AN
1/80
Used

Syntax:

P0304 -- If either PER03 or PER04 is present, then the other is required.

P0506 -- If either PER05 or PER06 is present, then the other is required.

Comments:

Example:

PER*OD*Chris Patten*TE*781-861-7800x1244*EM*chris@openbuy.org

PER*OD*Chris Patten*FX*781-861-1708

PER*RE*Pat Smith*EM*psmith@openbuy.org*TE*781-861-7800x2155

CSH
Header Sale Condition
Pos: 110
Max: 1

Heading - Optional

Loop: N/A
Elems: 1

Purpose:

To specify general conditions or requirements of the sale

Industry:

The OBI Consortium uses one occurrence of this segment to designate whether partial shipment of the order will be accepted.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


CSH01
563
Sales Requirement Code

Description:  Code to identify a specific requirement or agreement of sale


Code
NAME                                                                                          
 
SC
Ship Complete

 
SP
Ship Partial


M
ID
1/2
Used

Comments:

Example:  CSH*SC

SAC
Service, Promotion, Allowance, or Charge Information
Pos: 120
Max: 25

Heading - Optional

Loop: N/A
Elems: 7

Purpose:

To request or identify a service, promotion, allowance, or charge; to specify the amount or percentage for the service, promotion, allowance, or charge

Industry:

The OBI Consortium uses one or more occurrences of this segment (SAC01=N, SAC02=ZZZZ) to designate Buying Organization accounting details associated with an order, for example, an allocation to a cost center or project.

The OBI Consortium uses one or more occurrences of this segment to transmit order-level allowances (SAC01=N and SAC02=H000) and/or special charges (SAC01=C) such as shipping and handling as specified by the Selling Organization.  

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            
Req
Type
Min/Max
   Usage   _


SAC01
248
Allowance or Charge Indicator

Description:  Code which indicates an allowance or charge for the service specified.


Code
NAME                                                                                          
 
C
Charge

 
N
No Allowance or Charge

  
 
DESCRIPTION:
  
 
Buying organization accounting data or special allowances.

M
ID
1/1
Used


SAC02
1300
Service, Promotion, Allowance, or Charge Code

Description:  Code identifying the service, promotion, allowance, or charge


Code
NAME                                                                                          
 
F050
Other (See related description)

 
G830
Shipping and Handling

 
H000
Special Allowance

 
ZZZZ
Mutually Defined


M
ID
4/4
Must use


SAC05
610
Amount

Description:  Monetary amount.

Industry:  The monetary amount of the charge, allowance or allocation.

The OBI Consortium requires the use of two implied decimal points in this field.  Do not truncate any trailing zeroes in an amount. So, for example, $15.00 will be represented as 1500


O
N2
1/15
Used


SAC06
378
Allowance/ Charge Percent Qualifier

Description:  Code indicating on what basis allowance or charge percent is calculated.


Code
NAME                                                                                          
 
Z
Mutually Defined


C
ID
1/1
Used


SAC07
332
Allowance or Charge Percent

Description:  Allowance or charge expressed as a percent.

Industry:  The amount of the charge, allowance or allocation as a percentage of the total order.

The OBI Consortium requires percentages to be expressed as follows: ten percent is expressed as 10.0; five-and-a-half percent is expressed as 5.5; three-and-one-fourth percent is 3.25


C
R
1/6
Used


SAC13
127
Reference Number

Description:  Reference or identification number as defined for a particular Transaction Set, or as specified by the Reference Number Qualifier.

Industry:  The OBI Consortium uses this number to designate the administrative budget center against which the transaction is to be charged in the Buying Organization’s accounting code classification structure. In some organizations this field will contain an account number, a department code, a project number and/or a cost center.


C
AN
1/30
Used


SAC15
352
Description

Description:  A free-form description to clarify the related data elements and their content.

Industry: When SAC01=C or SAC02=H000, this field is used for a free-form description of the charge or allowance.

When SAC01=N and SAC02=ZZZZ, the OBI Consortium uses this field for a free-form description relating to the accounting distribution.


O
AN
1/80
Used

Syntax:

P0607 -- If either SAC06 or SAC07 is present, then the other is required.

L130204 -- If SAC13 is present, then at least one of SAC02 or SAC04 is required.

Comments:

Example:

SAC*N*ZZZZ***1033********16473:419**ms

SAC*N*ZZZZ***2555********16473:418**eq

SAC*C*G830***1500**********overnight shipping

DTM
Date/Time Reference
Pos: 150
Max: 3

Heading - Optional

Loop: N/A
Elems: 5

Purpose:

To specify pertinent dates and times

Industry:

The OBI Consortium requires at least one occurrence of this segment (DTM01=007) to designate the Order Request Date in an Order Request (BEG01=13).  When available, the OBI Consortium recommends at least one occurrence of this segment in an Order (BEG01=00) to designate the Order Request Date if available. 

The OBI Consortium uses one occurrence of this segment to designate the Requested Delivery Date (DTM01=002) on an Order or Order Request. Trading partner agreements for OBI-type transactions will typically include delivery performance targets, for example, "all orders submitted by 6PM will be delivered to the desktop by 10 AM the next morning".  Therefore, the  use of this segment to carry a "requested delivery date" should be consistent with trading partner agreements and should be limited  to transactions for which delivery date is a critical part of the service being acquired such as temporary help services, as negotiated between trading partners.
The OBI Consortium uses one occurrence of this segment to designate the Charge Card Expiration Date (DTM01=036) for procurement card transactions (BEG08 = INR).

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


DTM01
374
Date/Time Qualifier

Description:  Code specifying type of date, time, or both date and time.


Code
NAME                                                                                          
 
002
Delivery Requested

  
 
DESCRIPTION:
  
 
Used by the OBI Consortium to designate a Requested Delivery Date.

   
   
   
   
.
 
007
Effective

  
 
DESCRIPTION:
  
 
Required by the OBI Consortium to designate the Original Order Request Date.

 
036
Expiration

  
 
DESCRIPTION:
  
 
Used by the OBI Consortium to designate the Charge Card Expiration Date.

M
ID
3/3
Used


DTM02
373
Date

Description:  Date (YYMMDD).

Industry:  For an Order Request (BEG01=13), The OBI Consortium requires the use of this field in conjunction with DTM01=007, to designate the Original Order Request Date.

For an Order (BEG01=00), The OBI Consortium recommends the use of this field in conjunction with DTM01=007 to designate the Original Order Request Date, when available.  Buyer-generated Orders without related Order Requests do not contain an Order Request Date.

When DTM01=002, use this field for requested delivery date.


C
DT
6/6
Used


DTM03
337
Time

Description:  Time expressed in 24-hour clock time as follows: HHMM, or HHMMSS, or HHMMSSD, or HHMMSSDD, where H = hours (00-23), M = minutes (00-59), S = integer seconds (00-59) and DD = decimal seconds; decimal seconds are expressed as follows: D = tenths (0-9) and DD = hundredths (00-99)

Industry: For an Order Request (BEG01=13), The OBI Consortium requires the use of this field in conjunction with DTM01=007, to designate the time of the Original Order Request.

For an Order (BEG01=00), The OBI Consortium recommends the use of this field in conjunction with DTM01=007 to designate the time of the Original Order Request, when available.  Buyer-generated Orders without related Order Requests do not contain an Order Request time.

When DTM01=002, this field is used for requested delivery time.


C
TM
4/8
Used


DTM06
1250
Date Time Period Format Qualifier

Description:  Code indicating the date format, time format, or date and time format.


Code
NAME                                                                                          
 
YM
Year and Month Expressed in Format YYMM


C
ID
2/3
Used


DTM07
1251
Date Time Period

Description:  Expression of a date, a time, or range of dates, times or dates and times.

Industry:  Used to designate the expiration date of the charge card in YYMM format when DTM01 = 036.


C
AN
1/35
Used

Syntax:

R020306 -- At least one of DTM02, DTM03 or DTM06 is required.

P0607 -- If either DTM06 or DTM07 is present, then the other is required.

Comments:

Examples:

2.
DTM*007*970423*1806

3.
DTM*002*970502

4.
DTM*036****YM*9904

TXI
Tax Information
Pos: 285
Max: 1

Heading - Optional

Loop: N/A
Elems: 7

Purpose:

To specify tax information

Industry:

This segment is optional, but may be required in some states.  All sales for resale purposes should include this segment and the appropriate tax exemption codes (TXI06).

The process for determining tax status of an order should be discussed by trading partners as part of OBI implementation.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


TXI01
963
Tax Type Code

Description:  Code specifying the type of tax.


Code
NAME                                                                                          
 
TX
All Taxes


M
ID
2/2
Used


TXI02
782
Monetary Amount

Description:  Monetary amount.

Industry:  This amount is the total amount of tax for the order.


C
R
1/15
Used


TXI03
954
Percent

Description:  Percentage expressed as a decimal

Industry:  The OBI Consortium requires percentages to be expressed as follows:, ten percent would be expressed as 10; five-and-a-half percent would be expressed as 5.5; three-and-one-fourth percent would be expressed as 3.25


C
R
1/10
Used


TXI04
955
Tax Jurisdiction Code Qualifier

Description:  Code identifying the source of the data used in tax jurisdiction code.


Code
NAME                                                                                          
 
CD
Customer defined

 
VD
Vendor defined

 
VE
Vertex


C
ID
2/2
Used


TXI05
956
Tax Jurisdiction Code

Description:  Code identifying the taxing jurisdiction.


C
AN
1/10
Used


TXI06
441
Tax Exempt Code

Description:  Code identifying exemption status from sales and use tax.


Code
NAME                                                                                          
 
0
Exempt (For Export)

 
1
Yes (Tax Exempt)

 
2
No (Not Tax Exempt)

 
3
Exempt (For Resale)

 
8
Exempt (Sale to U.S. Govt)

 
9
Exempt (Per State Law)


C
ID
1/1
Used


TXI09
325
Tax Identification Number

Description:  Number assigned to a purchaser (buyer, orderer) by a taxing jurisdiction (state, county, etc.), often called a tax exemption number or certificate number.


O
AN
1/20
Used

Syntax:

R020306 -- At least one of TXI02, TXI03 or TXI06 is required.

P0405 -- If either TXI04 or TXI05 is present, then the other is required.

Comments:

1.
TXI02 is the monetary amount of the tax.

2.
TXI03 is the tax percent expressed as a decimal.

Example:

TXI*TX*5.56

N1
Name
Pos: 310
Max: 1

Heading - Mandatory

Loop: N1
Elems: 4

Purpose:

To identify a party by type of organization, name, and code

Industry:

The OBI Consortium requires three occurrences of the N1 segment in an OBI Order Request (BEG01 = 13) to identify the Buying organization (N101=BY), the Requisitioner (N101=EY), and the Selling Organization (N101=SE)".

The OBI Consortium requires four occurrences of the N1 segment in an OBI Order (BEG01 = 00) to identify the Buying Organization (N101=BY), the Requisitioner (N101=EY), the Selling Organization (N101=SE) and the Ship-To name and code (N101=ST).

Buying Organization Identification

This occurrence must contain the constant “BY” for N101 and either a standard name (N102) or an ID code (N104) that will be recognized by the trading partner. The code should either be a standard organization code (i.e. D-U-N-S) or one that has been agreed upon with the trading partner.

Requisitioner Identification

The OBI Consortium requires that the Requisitioner be identified as follows:

a) N101=EY

b) N102=the Common Name from the Subject field of the requisitioner digital certificate 

c) N104=the OBIREQID (as assigned by the Buying Organization), if available, otherwise the first 17 characters of the Electronic Mail address, if available,  from the Subject field of the requisitioner certificate

Selling Organization Identification

This occurrence must contain the constant “SE” for N101 and either a standard name (N102) or an ID code (N104) for the selling organization. The code should either be a standard organization code (i.e. D-U-N-S) or one that has been agreed upon with the trading partner.

Ship-To Identification

This occurrence must contain the constant “ST” for N101 and the name of the person to whom the order is to be shipped (N102).  If trading partners agree to use codes to designate common shipping locations the code is contained in N104 and a more detailed shipping location (e.g. a specific office, building, or desktop address) is contained in N2-N4.  If trading partners do not use shipping codes N104 is not used and the complete shipping address (including desktop address, street address, city, state, zip code) is contained in segments N2-N4. 

Bill-To Identification

This occurrence must contain the constant “BT” and either a standard name (N102) or an ID code (N104) that identifies the billing party. The code should either be a standard organization code (i.e. D-U-N-S) or one that has been 

agreed upon with the trading partner.

Shipping Carrier Identification

This occurrence must contain the constant “CA” and either a standard name (N102) or an ID code (N104) that identifies the shipping carrier. The code should be an established shipping carrier code previously agreed upon with the trading partners.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


N101
98
Entity Identifier Code

Description:  Code identifying an organizational entity, a physical location, or an individual


Code
NAME                                                                                          
 
BT
Bill-to-Party

 
BY
Buying Party

                DESCRIPTION:

                Used to designate Buying Organization

 
EY
Employee Name

  
 
DESCRIPTION:
  
 
Used to designate the Requisitioner.

 
SE
Selling Party

                DESCRIPTION:

                Used to designate Selling Organization

 
ST
Ship To

                DESCRIPTION:

                Used to designate the person and location where the order is

                 shipped. 

    CA
Shipping Carrier

                DESCRIPTION:

                Used to designate the shipping carrier for the order.
M
ID
2/2
Used


N102
93
Name

Description:  Free-form name.

Industry:  When identifying a Requisitioner (N101=EY), The OBI Consortium requires that this field contain the Common Name from the Requisitioner digital certificate.

When identifying Ship-To Name (N101=ST), the OBI Consortium requires that this field contain the name of the person to whom the order is to be shipped.

When identifying the Bill-To Name (N101=BT), the Buying Organization (N101=BY), or Selling Organization (N101=SE), this is a free-form name.


C
AN
1/35
Used


N103
66
Identification Code Qualifier

Description:  Code designating the system/method of code structure used for Identification Code (67).

Industry:  

Code
NAME                                                                                          
 
1
D-U-N-S Number

 
92
Assigned by Buyer or Buyer's Agent

  
 
DESCRIPTION:
  
 
The OBI Consortium requires the ID Code Qualifier of "92" when identifying a Requisitioner (N101 = EY).
 
91
Assigned by Seller or Seller's Agent

 
ZZ
Mutually Defined


C
ID
1/2
Used


N104
67
Identification Code

Description:  Code identifying a party or other code.

Industry:  When identifying a Requisitioner (N101=EY), The OBI Consortium requires that this field contain the OBIREQID, if available, or the first 17 characters of the Electronic Mail address from the Subject field of the Requisitioner digital certificate, if available.  The OBIREQID is assigned by the buying organization and if used, is presented during catalog access.

When identifying the Buying or Selling Organizations, this is the identification code of the organization. It is highly recommended that standard  codes, e.g. D-U-N-S numbers, be used to identify organizations rather than custom codes which may conflict with those used by trading partners

When identifying the Ship-To, this is the shipping code, if used. N201 is used for the desktop address if assigned. 

When identifying the shipping carrier, this is the shipping carrier code agreed upon with the trading organization.
C
AN
2/17
Used

Syntax:

R0203 -- At least one of N102 or N103 is required.

P0304 -- If either N103 or N104 is present, then the other is required.

Comments:

This segment, used alone, provides the most efficient method of providing organizational identification. To obtain this efficiency the "ID Code" (N104) must provide a key to the table maintained by the transaction processing party.

Examples:

N1*BY**1*870051648

N1*EY*Dolores Smith*92*dsmith1

N1*SE*EC Office Supplies*1*80170

N1*ST*Dolores Smith*ZZ*sw1

N2*Room 208C

N1*CA**F2

The following example shows a ship-to identification using complete shipping address:

N1*ST*Dolores Smith

N2*Room 208C*OBI Corporate Offices

N3*57 Bedford Street*Building 2

N4*Lexington*MA*02173

N1*CA*Fed Ex 2 day

N2
Additional Name Information
Pos: 320
Max: 1

Heading - Optional

Loop: N/A
Elems: 2

Purpose:

To specify additional names or those longer than 35 characters in length

Industry:

The OBI Consortium uses this segment as part of a Ship-To (N101 = ST) N1 loop, to contain a desktop delivery or office address associated with a shipping address that is either coded in N104 or detailed in the N3 and N4 segments.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


N201
93
Name

Description:  Free-form name.


M
AN
1/35
Used


N202
93
Name

Description:  Free-form name.


O
AN
1/35
Used

Comments:

Examples:

N1*ST*Dolores Smith*92*111150

N2*Room 208-C*OBI Corporate Offices

N3
Address Information
Pos: 330
Max: 1

Heading - Optional

Loop: N/A
Elems: 2

Purpose:

To specify the location of the named party

Industry:

The OBI Consortium uses this segment as part of a Buying Organization (N101=BY), Selling Organization, Ship-To or Bill-To N1 loop, to contain the street address associated with the related N1 segment.  If codes are used in N104, this segment may not be necessary.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


N301
166
Address Information

Description:  Address information


M
AN
1/35
Used


N302
166
Address Information

Description:  Address information


O
AN
1/35
Used

Comments:

Example:  N3*57 Bedford Street*Suite 208

N4
Geographic Location
Pos: 340
Max: 1

Heading - Optional

Loop: N/A
Elems: 4

Purpose:

To specify the geographic place of the named party

Industry:

The OBI Consortium uses this segment as part of a Buying Organization (N101=BY), Selling Organization, Ship-To or Bill-To N1 loop, to contain city, state, zip and country associated with the related N1 segment.  This segment is not necessary when the same information can be identified by a code value (N104). 

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


N401
19
City Name

Description:  Free-form text for city name.


O
AN
2/30
Used


N402
156
State or Province Code

Description:  Code (Standard State/Province) as defined by appropriate government agency.


O
ID
2/2
Used


N403
116
Postal Code

Description:  Code defining international postal zone code excluding punctuation and blanks (zip code for United States).


O
ID
3/9
Used


N404
26
Country Code

Description:  Code identifying the country.


O
ID
2/3
Used

Comments:

1.
A combination of either N401 through N404 (or N405 and N406) may be adequate to specify a location.

2.
N402 is required only if city name (N401) is in the USA or Canada.

Example:  

N4*Lexington*MA*021734849

PO1
Baseline Item Data
Pos: 010
Max: 1

Detail - Mandatory

Loop: PO1
Elems: 17

Purpose:

To specify basic and most frequently used line item data

Industry:

Line item information sent in the OBI Order Request (BEG01 = 13) is obtained from the supplier's electronic catalog. This information should ideally adhere to the restrictions in the PO1 and PID segment definitions outlined here. 

PO106 through PO117 provide for six different product/service ID's per each item: seller’s part number, product name, commodity group, manufacturer name, manufacturer part number, customer part number.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


PO101
350
Assigned Identification

Description:  Alphanumeric characters assigned for differentiation within a transaction set.

Industry: The OBI Consortium requires the use of this field to designate the line item number.


M
AN
1/11
Must use


PO102
330
Quantity Ordered

Description:  Quantity ordered.

Industry:  Required by the OBI Consortium.


M
R
1/9
Must use


PO103
355
Unit or Basis for Measurement Code

Description:  Code specifying the units in which a value is being expressed, or manner in which a measurement has been taken

Industry:  The Selling Organization’s electronic catalog will ideally contain the Unit of Measure codes contained in the X12 data dictionary for this data element.  However, existing catalogs that were not designed to feed EDI messages may not use X12 compliant Unit of Measure values.  Therefore, a non-ID value is acceptable in this field if the catalog does not contain EDI qualifiers. In this case, the Selling Organization is responsible for reconciling the 2-character text that is returned in the Order. 

There are hundreds of codes associated with this data element and this OBI document will not attempt to list them.  Please refer to the X12 data dictionary for a complete list.


O
ID
2/2
Used


PO104
212
Unit Price

Description:  Price per unit of product, service, commodity, etc.

Industry:  Required by the OBI Consortium on Order Requests (BEG01 = 13).  

Can be used on Orders (BEG01 = 00).


C
R
1/14
Used


PO106
235
Product/Service ID Qualifier

Description:  Code identifying the type/source of the descriptive number used in Product/Service ID (234).


Code
NAME                                                                                          
 
VP
Vendor's (Seller's) Part Number
Industry: The OBI Consortium requires that this field contain VP.


M
ID
2/2
Used


PO107
234
Product/Service ID

Description:  Identifying number for a product or service.

Industry: The OBI Consortium requires that this field contain the Selling Organization’s identification number (i.e. part number or SKU) for the product/service being ordered.


M
AN
1/30
Used


PO108
235
Product/Service ID Qualifier

Description:  Code identifying the type/source of the descriptive number used in Product/Service ID (234).


Code
NAME                                                                                          
 
BP
Buyer's Part Number

 
CG
Commodity Grouping

 
CN
Commodity Name

                DESCRIPTION: 

                Use CN to designate a product name in PO109.

 
MF
Manufacturer

 
MG
Manufacturer's Part Number


O
ID
2/2
Used


PO109
234
Product/Service ID

Description:  Identifying number for a product or service.


C
AN
1/30
Used


PO110
235
Product/Service ID Qualifier

Description:  Code identifying the type/source of the descriptive number used in Product/Service ID (234).

Industry:  Refer to PO108 for acceptable code values.


O
ID
2/2
Used


PO111
234
Product/Service ID

Description:  Identifying number for a product or service.


C
AN
1/30
Used


PO112
235
Product/Service ID Qualifier

Description:  Code identifying the type/source of the descriptive number used in Product/Service ID (234).

Industry:  Refer to PO108 for acceptable code values.


O
ID
2/2
Used


PO113
234
Product/Service ID

Description:  Identifying number for a product or service.


C
AN
1/30
Used


PO114
235
Product/Service ID Qualifier

Description:  Code identifying the type/source of the descriptive number used in Product/Service ID (234).

Industry:  Refer to PO108 for acceptable code values.


O
ID
2/2
Used


PO115
234
Product/Service ID

Description:  Identifying number for a product or service.


C
AN
1/30
Used


PO116
235
Product/Service ID Qualifier

Description:  Code identifying the type/source of the descriptive number used in Product/Service ID (234).

Industry:  Refer to PO108 for acceptable code values.


O
ID
2/2
Used


PO117
234
Product/Service ID

Description:  Identifying number for a product or service.


C
AN
1/30
Used

Syntax:

C0302 -- If PO103 is present, then PO102 is required

C0504 -- If PO105 is present, then PO104 is required

C0607 -- If PO106 is present, then PO107 is required

C0809 -- If PO108 is present, then PO109 is required

C1011 -- If PO110 is present, then PO111 is required

C1213 -- If PO112 is present, then PO113 is required

C1415 -- If PO114 is present, then PO115 is required

C1617 -- If PO116 is present, then PO117 is required

Comments:

1.
See the Data Dictionary for a complete list of ID's.

2.
PO101 is the line item identification

Examples:

PO1*1*4*EA*15.00**VP*4794*CN*Boxes-Staples

PID
Product/Item Description
Pos: 050
Max: 100

Detail - Optional

Loop: PID
Elems: 2

Purpose:

To describe a product or process in coded or free-form format

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


PID01
349
Item Description Type

Description:  Code indicating the format of a description.


Code
NAME                                                                                          
 
F
Free-form


M
ID
1/1
Must use


PID05
352
Description

Description:  A free-form description to clarify the related data elements and their content.

Industry:  This is the seller's extended product description.


M
AN
1/80
Must use

Comments:

Example:

PID*F****this is a short description of the product

SAC
Service, Promotion, Allowance, or Charge Information
Pos: 130
Max: 25

Detail - Optional

Loop: N/A
Elems: 7

Purpose:

To request or identify a service, promotion, allowance, or charge; to specify the amount or percentage for the service, promotion, allowance, or charge

Industry:

The OBI Consortium uses one or more occurrence of this segment (SAC01=N, SAC02=ZZZZ) to designate Buying Organization accounting details, for example an allocation to a cost center or project, associated with an individual item.

The OBI Consortium uses one or more occurrence of this segment to transmit special allowances (SAC01=N and SAC02=H000) or special charges (e.g. shipping and handling) (SAC01=C) for the item as specified by the Selling Organization.  

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            
Req
Type
Min/Max
   Usage   _


SAC01
248
Allowance or Charge Indicator

Description:  Code which indicates an allowance or charge for the service specified.


Code
NAME                                                                                          
 
C
Charge

 
N
No Allowance or Charge

  
 
DESCRIPTION:
  
 
Buying organization accounting data or special allowances.

M
ID
1/1
Used


SAC02
1300
Service, Promotion, Allowance, or Charge Code

Description:  Code identifying the service, promotion, allowance, or charge


Code
NAME                                                                                          
 
F050
Other (See related description)

 
G830
Shipping and Handling

 
H000
Special Allowance

 
ZZZZ
Mutually Defined


M
ID
4/4
Must use


SAC05
610
Amount

Description:  Monetary amount.

Industry:  The monetary amount of the charge, allowance or allocation for this item.

The OBI Consortium requires the use of two implied decimal points in this field.  Do not truncate any trailing zeroes in an amount. So, for example, $15.00 will be represented as 1500


O
N2
1/15
Used


SAC06
378
Allowance/ Charge Percent Qualifier

Description:  Code indicating on what basis allowance or charge percent is calculated.


Code
NAME                                                                                          
 
Z
Mutually Defined


C
ID
1/1
Used


SAC07
332
Allowance or Charge Percent

Description:  Allowance or charge expressed as a percent.

Industry:  The amount of the charge, allowance or allocation for this item as a percentage.

The OBI Consortium requires percentages to be expressed as follows: ten percent is expressed as 10.0; five-and-a-half percent is expressed as 5.5; three-and-one-fourth percent is 3.25


C
R
1/6
Used


SAC13
127
Reference Number

Description:  Reference number or identification number as defined for a particular Transaction Set, or as specified by the Reference Number Qualifier.

Industry: The OBI Consortium uses this number to designate the administrative budget center against which the transaction is to be charged in the Buying Organization’s accounting classification coding structure. In some organizations this field will contain an account number, a department code, a project number and/or a cost center.


C
AN
1/30
Used


SAC15
352
Description

Description:  A free-form description to clarify the related data elements and their content.

Industry: When SAC01=C or SAC02=H000, this field is used for a free-form description of the charge or allowance.

When SAC01=N and SAC02=ZZZZ, the OBI Consortium uses this field for a free-form description related to the accounting distribution. 


O
AN
1/80
Used

Syntax:

P0607 -- If either SAC06 or SAC07 is present, then the other is required.

L130204 -- If SAC13 is present, then at least one of SAC02 or SAC04 is required.

Comments:

Examples:

SAC*N*ZZZZ***1033********16473:419**ms

SAC*N*ZZZZ***2555********16473:418**eq

SAC*C*G830***1500**********overnight shipping

IT8
Conditions of Sale
Pos: 140
Max: 1

Detail - Optional

Loop: N/A
Elems: 1

Purpose:

To specify general conditions or requirements and to detail conditions for substitution of alternate products

Industry:

The OBI Consortium uses one occurrence of this segment to designate whether partial shipment of the line item will be accepted.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


IT801
563
Sales Requirement Code

Description:  Code to identify a specific requirement or agreement of sale


Code
NAME                                                                                          
 
SC
Ship Complete

 
SP
Ship Partial


M
ID
1/2
Must use

Comments:

Example:

IT8*SP

DTM
Date/Time Reference
Pos: 210
Max: 10

Detail - Optional

Loop: N/A
Elems: 3

Purpose:

To specify pertinent dates and times

Industry:

The OBI Consortium uses one occurrence of this segment to designate the Requested Delivery Date (DTM01=002) for an item on an Order or Order Request.  Trading partner agreements for OBI-type transactions will typically include delivery performance targets, for example “orders submitted by 6PM will be delivered to the desktop by 10 AM the next morning".  Therefore, the use of this segment to carry a "requested delivery date" should be consistent with the trading partner agreement and should be limited to transactions for which delivery date is a critical part of the service being acquired such as temporary help services, as negotiated between trading partners.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


DTM01
374
Date/Time Qualifier

Description:  Code specifying type of date or time, or both date and time.


Code
NAME                                                                                          
 
002
Delivery Requested


M
ID
3/3
Used


DTM02
373
Date

Description:  Date (YYMMDD).


C
DT
6/6
Used


DTM03
337
Time

Description:  Time expressed in 24-hour clock time as follows: HHMM, or HHMMSS, or HHMMSSD, or HHMMSSDD, where H = hours (00-23), M = minutes (00-59), S = integer seconds (00-59) and DD = decimal seconds; decimal seconds are expressed as follows: D = tenths (0-9) and DD = hundredths (00-99)


C
TM
4/8
Used

Syntax:

R020306 -- At least one of DTM02, DTM03 or DTM06 is required.

Comments:

Example:  DTM*002*970502*0900

NTE
Note/Special Instruction
Pos: 
Max: 100

Detail – Optional

Loop: N/A
Elems: 2

Purpose:

To transmit information in a free-form format, if necessary, for comment or special instruction

Industry:
The OBI Consortium DOES NOT RECOMMEND the use of this segment to send free-form text that requires human intervention. Use of this segment should be restricted and trading partners must agree on the actions that will occur as a result of each type of note sent.  

The OBI Consortium recommends that trading partners limit the use of the segment such that it does not require manual handling.  One such use might be the following: “If NTE01 = SPH in an OBI Order, the Selling Organization agrees to print the contents of NTE02 onto the shipping documents. No manual intervention will be required.”

When the NTE segment is used within the detail area of the transaction it is positioned between the DTM and TXI segments.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


NTE01
363
Note Reference Code

Description:  Code identifying the functional area or purpose for which the note applies.


Code
NAME                                                                                          
 
GEN
Entire Transaction Set

  
 
DESCRIPTION:
  
 
Used to designate instructions other than Special Handling instructions.
 
SPH
Special Handling


O
ID
3/3
Used


NTE02
3
Free Form Message

Description:  Free-form text.


M
AN
1/60
Used

Comments:

The NTE segment permits free-form information/data which, under ANSI X12 standard implementations, is not machine processable. The use of the ``NTE'' segment should therefore be avoided, if at all possible, in an automated environment.

Example:

NTE*SPH*for engineering group

TXI
Tax Information
Pos: 295
Max: 1

Detail - Optional

Loop: N/A
Elems: 7

Purpose:

To specify tax information

Industry:

This segment is optional, but may be required in some states.  All sales for resale purposes should include this segment and the appropriate tax exemption codes (TXI06).

The process for determining tax status of an item should be discussed by trading partners as part of OBI implementation.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


TXI01
963
Tax Type Code

Description:  Code specifying the type of tax.


Code
NAME                                                                                          
 
TX
All Taxes


M
ID
2/2
Used


TXI02
782
Monetary Amount

Description:  Monetary amount.

Industry:  This amount is the total amount for the line item.


C
R
1/15
Used


TXI03
954
Percent

Description:  Percentage expressed as a decimal

Industry:  The OBI Consortium requires percentages to be expressed as follows:, ten percent would be expressed as 10; five-and-a-half percent would be expressed as 5.5; three-and-a-fourth percent would be 3.25


C
R
1/10
Used


TXI04
955
Tax Jurisdiction Code Qualifier

Description:  Code identifying the source of the data used in tax jurisdiction code.


Code
NAME                                                                                          
 
CD
Customer defined

 
VD
Vendor defined

 
VE
Vertex


C
ID
2/2
Used


TXI05
956
Tax Jurisdiction Code

Description:  Code identifying the taxing jurisdiction.


C
AN
1/10
Used


TXI06
441
Tax Exempt Code

Description:  Code identifying exemption status from sales and use tax.


Code
NAME                                                                                          
 
0
Exempt (For Export)

 
1
Yes (Tax Exempt)

 
2
No (Not Tax Exempt)

 
3
Exempt (For Resale)

 
8
Exempt (Sale to U.S. Govt)

 
9
Exempt (Per State Law)


C
ID
1/1
Used


TXI09
325
Tax Identification Number

Description:  Number assigned to a purchaser (buyer, orderer) by a taxing jurisdiction (state, county, etc.), often called a tax exemption number or certificate number.


O
AN
1/20
Used

Syntax:

R020306 -- At least one of TXI02, TXI03 or TXI06 is required.

P0405 -- If either TXI04 or TXI05 is present, then the other is required.

Comments:

1.
TXI02 is the monetary amount of the tax.

2.
TXI03 is the tax percent expressed as a decimal.

Example:

TXI*TX*5.56

SLN
Subline Item Detail
Pos: 470
Max: 1

Detail - Optional

Loop: SLN
Elems: 5

Purpose:

To specify product subline detail item data

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


SLN01
350
Assigned Identification

Description:  Alphanumeric characters assigned for differentiation within a transaction set.

M
AN
1/11
Must Use


SLN03
661
Configuration Code

Description:  Code indicating the relationship of the subline item to the baseline item.
Industry:  Required by the OBI Consortium, all qualifiers supported.


M
ID
1/1
Must Use


SLN04
380
Quantity

Description:  Numeric value of quantity.

M
R
1/15
Must Use


SLN05
355
Unit or Basis for Measurement Code

Description:  Code specifying the units in which a value is being 

expressed, or manner in which a measurement has been taken.

M
ID
2/2
Must Use


SLN06
212
Unit Price

Description:  Price per unit of product, service, commodity, etc.

C
R
1/14
Used

PID
Product/Item Description
Pos: 490
Max: 1000

Detail - Optional

Loop: SLN
Elems: 2

Purpose:

To describe a product or process in coded or free-form format

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


PID01
349
Item Description Type

Description:  Code indicating the format of a description.


Code
NAME                                                                                          

 
F
Free-form


M
ID
1/1
Must use


PID05
352
Description

Description:  A free-form description to clarify the related data elements and their content.

Industry:  This is the seller's extended product description.


M
AN
1/80
Must use

Comments:

Example:

PID*F****this is a short description of the product

CTT
Transaction Totals
Pos: 010
Max: 1

Summary - Mandatory

Loop: N/A
Elems: 2

Purpose:

To transmit a hash total for a specific element in the transaction set

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


CTT01
354
Number of Line Items

Description:  Total number of line items in the transaction set.

Industry: This field will be the number of PO1 segments in the transaction.
M
N0
1/6
Used


CTT02
347
Hash Total

Description:  Sum of values of the specified data element. All values in the data element will be summed without regard to decimal points (explicit or implicit) or signs. Truncation will occur on the left most digits if the sum is greater than the maximum size of the hash total of the data element.  

Industry: If used the hash total will be the sum of the quantities ordered (PO102) in each of the PO1 segments.
O
R
1/10
Used

Comments:

1. This segment is intended to provide hash totals to validate transaction completeness and correctness.

2. The number of line items (CTT01) is the accumulation of the number of PO1 segments.  If used, hash total (CTT02) is the sum of the value of quantities ordered (PO102) for each PO1 segment.

Example:

CTT*3*24

AMT
Monetary Amount
Pos: 020
Max: 1

Summary - Optional

Loop: N/A
Elems: 2

Purpose:

To indicate the total monetary amount

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


AMT01
522
Amount Qualifier Code

Description:  Code to qualify amount


Code
NAME                                                                                          
 
TT
Total Transaction Amount


M
ID
1/2
Used


AMT02
782
Monetary Amount

Description:  Monetary amount.


M
R
1/15
Used

Comments:

If AMT is used in the summary area, then AMT01 will = TT and AMT02 will indicate total transaction amount as calculated by the sender.

Example:  AMT*TT*323.50

SE
Transaction Set Trailer
Pos: 030
Max: 1

Summary - Mandatory

Loop: N/A
Elems: 2

Purpose:

To indicate the end of the transaction set and provide the count of the transmitted segments (including the beginning (ST) and ending (SE) segments).

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


SE01
96
Number of Included Segments

Description:  Total number of segments included in a transaction set including ST and SE segments.


M
N0
1/10
Used


SE02
329
Transaction Set Control Number

Description:  Identifying control number that must be unique within the transaction set functional group assigned by the originator for a transaction set

Industry: The control number in the SE segment (SE02) must be identical to the control number in the ST segment for each transaction.


M
AN
4/9
Used

Comments:

Example:  SE*15*0001

GE
Functional Group Trailer
Pos: 031
Max: 1

Heading - Mandatory

Loop: N/A
Elems: 2

To indicate the end of a functional group and to provide control information

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


GE01
97
Number of Transaction Sets Included

Description:  Total number of transaction sets included in the functional group or interchange (transmission) group terminated by the trailer containing this data element.


M
N0
1/6
Must use


GE02
28
Group Control Number

Description:  Assigned number originated and maintained by the sender.

Industry:  The sender assigns the control number.  It should be sequentially assigned within each interchange to aid in error recovery and research.  The control number in the GE segment (GE02) must be identical to the control number in the GS segment for each functional group


M
N0
1/9
Must use

Comments:

The use of identical data interchange control numbers in the associated functional group header and trailer is designed to maximize functional group integrity. The control number is the same as that used in the corresponding header.

Example:  

GE *1*1

IEA
Interchange Control Trailer
Pos: 032
Max: 1

Heading - Mandatory

Loop: N/A
Elems: 2

To define the end of an interchange of one or more functional groups and interchange-related control segments

Industry:

The OBI Consortium recommends the use of standard company codes such as a D-U-N-S number for ISA06 and ISA08. 

Within an OBI transmission, authorization and security are outside the scope of the EDI specification since these are handled by Internet security protocols and digital certificates. For this reason ISA02 and ISA04 contain blank spaces.

ISA13 - This number is assigned uniquely for each OBI Order or Order Request.   If the combination of the Trading

Partner ID and Interchange Control Number is received, the transaction should be considered a duplicate and the appropriate HTTP Response should be generated.

Element Summary:


   Ref  _ 
 Id _ 
                                               Element Name                                            _
Req
Type
Min/Max
   Usage   _


IEA01
I16
Number of Included Functional Groups

Description:  A count of the number of functional groups included in a transmission.


M
N0
1/5
Must use


IEA02
I12
Interchange Control Number

Description:  This number uniquely identifies the interchange data to the sender. It is assigned by the sender. Together with the sender ID it uniquely identifies the interchange data to the receiver. It is suggested that the sender, receiver, and all third parties be able to maintain an audit trail of interchanges using this number.

Industry: The control number in IEA02 must be identical to the control number in the ISA segment (ISA13).


M
N0
9/9
Must use

Comments:

Example:  IEA*1*000034112
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