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Introduction

When a client accesses an IBM mainframe using TCP/IP it uses an IP address associated
with a network controller attached to the mainframe. Unfortunately when the controller
fails the client loses connection to the mainframe even though the client, network, and
mainframe may all still be operational.

To provide support for redundancy in such an environment IBM has added Virtual IP
Address (VIPA) support to their OS/390 and VM TCP/IP stacks. VIPA allows a
customer to define a virtual device to the IP stack and associate an IP address to that
device. The virtual device is always active. OS/390 and VM-based routers are used to
define routes to the virtual IP address using real devices attached to the mainframe.
Failure of a controller causes the router to route traffic through an alternate controller;
allowing clients using the virtual IP address continued access to the mainframe.

The purpose of this white paper is to discuss use of Bus-Tech TCP/IP products with
IBM's Virtual IP Address support.

Bus-Tech offers two distinct TCP/IP access products. TCP/IP Passthrough, used with
Mainframe Appliance for Networking and as the default access method in NetShuttle
controllers, provides a LAN Control Station (LCS) connection to the Mainframe's
TCP/IP stack. TCP/IP Direct Connect, included with Bus-Tech ESCON adapters and as
option for NetShuttles, provides a Point-to-Point TCP/IP connection between the
Mainframe's TCP/IP stack and a Windows 2000 or Windows NT TCP/IP stack running
on an ESCON-attached server. Both TCP/IP Passthrough and TCP/IP Direct Connect
may be used in conjunction with VIPA.

VIPA Requirements

Virtual IP Addressing (VIPA) uses standard TCP/IP routing in order to map the virtual IP
address to a real IP address and controller. And although the use of static IP routes will
allow access to the mainframe using VIPA, dynamic re-routing of TCP/IP traffic
following a mainframe controller outage requires a router daemon be active on the
mainframe.

In OS/390 IBM provides two separate router daemons. OROUTED is the older of these
daemons and provides RIP-1 and RIP-2 routing protocol support. OMPROUTE provides
support for RIP-1, RIP-2, and OSPF routing protocols. IBM documentation indicates
that over time OROUTED will be completely replaced with OMPROUTE.

In VM the router daemon is known as ROUTED. ROUTED supports RIP-1 and RIP-2
protocols.

VIPA works with either RIP-2 or OSPF and can operate with any one of the above router
daemons.

Since VIPA uses routing to re-direct traffic to the real devices in the network, virtual IP
addresses need to be in their own subnet. Routers generally do not perform bridging. If
the VIPA is in the same subnet as the real IP address the router will not build the
necessary route in the route tables.
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TCP/IP Passthrough

Subnet 0 , Subnet 1

] VIPA
3 10.10.10.1

TCP/IP Passthrough is Bus-Tech's oldest, simplest, and most-successful TCP/IP product.
TCP/IP Passthrough, as it's name implies, takes TCP/IP traffic destined for the
mainframe off the network and passes it, unprocessed, to the channel connection. The
channel connection (ESCON or Bus and Tag) passes the traffic directly to the
Mainframe's TCP/IP stack.
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Figure 1. VIPA - TCP/IP Passthrough Example

Because it is a pass through product rather than a router, TCP/IP Passthrough needs only
a single IP address to provide a connection to the mainframe. Notice in Figure 1 that
each connection has only a single IP address (10.10.11.1 and 10.10.11.2). These
addresses are defined to the mainframe's TCP/IP stack. The controllers themselves have
no IP address and do not use a TCP/IP protocol stack in Passthrough connections.

Implementing VIPA with Passthrough-based controllers generally requires three separate
IP subnets. The virtual IP address is in one subnet so that the mainframe router daemon
can route traffic to one of the controller’'s addresses. The Passthrough controllers
(10.10.11.1 and 10.10.11.2) and one or more neighboring routers are in the second
subnet. The mainframe router daemon will send route information for the virtual IP
address to neighboring routers. Third and subsequent subnets support the clients.

Clients are not normally placed in subnet 1 (above). Since Passthrough controllers are
transparent to the network, clients in subnet 1 would require their own route tables to get
to the mainframe. Those route tables would not automatically be updated when one of
the controllers became unavailable. Clients in subnet 1 would lose access to the
mainframe.
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LPAR Support

Bus-Tech TCP/IP Passthrough controllers (Mainframe Appliance for Networking and
NetShuttle) provide up to 32 separate LCS connections per channel interface. Typically
customers configure multiple LCS connections in order to communicate with multiple
Logical Partitions (LPARs). When multiple connections are defined, Passthrough
requires IP Packet Filtering. IP Packet Filtering uses the mainframe’s IP address to filter
out traffic not destined for an LPARs TCP/IP stack. When VIPA is in use both the

virtual IP address and the real IP address assigned to the connection must be included in
the passthrough filtering list.

Multicasting

RIP-2 and OSPF protocols use multicasting (rather than broadcast) to send route updates
between routers. When an OS/390 router daemon (OMPROUTE or OROUTED) is
started it will attempt to join the necessary multicast groups to support routing on each of
it's interfaces. For RIP-2 the daemon must join multicast groups 224.0.0.1 and 224.0.0.4.
For OSPF the daemon must join multicast groups 224.0.0.1, 224.0.0.5, and 224.0.0.6.
Bus-Tech’s TCP/IP Passthrough controllers recognize and respond to requests from the
mainframe to join multicast groups.

Using RIP-2

Following are sample TCP/IP profile and OMPROUTE configuration statements needed
to set up a VIPA environment using RIP-2 protocols.

In this example Controller 1 is installed using devices 300 and 301. Controller 2 is
installed using devices 220 and 221. VDEVL1 is defined as the virtual device. Controller

1 has an IP address of 10.10.11.1. Controller 2 has an IP address of 10.10.11.2. The
virtual IP address is 10.10.10.1 in a different IP subnet than the real IP addresses assigned
to the controllers.

The SOURCEVIPA option tells TCP/IP that mainframe-based IP applications are to use
the virtual IP address when establishing connection to other systems in the network. If
you do not specify this option outbound sessions may not be correctly recovered if a
controller outage occurs.

DATAGRAMFWD is required in the TCP/IP Profile to allow packet forwarding. Make
sure you do not have the NOFWD option specified.

Notice that 10.10.11.2 ETH2 is defined first in the HOME section following the virtual
IP address. This makes Controller 2 the primary link associated with the virtual address.
Controller 2 will be used for all traffic going from the mainframe to the network.
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TCPIP PROFILE

IPCONFIG
SOURCEVIPA
DATAGRAMFWD

Hardware definitions:

' DEVICE VDEV1 VIRTUAL 0O
LINK VLNK1 VIRTUAL 0 VDEV1

' DEVICE NTS1 LCS 300 AUTORESTART
LINK ETH1 ETHERNET O NTS1

' DEVICE NTS2 LCS 220 AUTORESTART
LINK ETH2 ETHERNET O NTS2

- OMPROUTE Ports
PORT

520 UPD OMVS : OMPROUTE

520 UDP OMPROUTE NOAUTOLOG ; OMPROUTE Server
IP Addresses
HOME

10.10.10.1 VLNK1
10.10.11.2 ETH2
10.10.11.1 ETH1

Start the defined devices.

START NTS1
START NTS2

10.10.11.2 (Controller 2) has been assignhed an Out_Metric of 2 on the RIP_Interface
definition in the OMPROUTE configuration file. This causes OMPROUTE to advertise
10.10.11.2 to other routers with a cost of 2. As a result, inbound traffic will arrive
through Controller 1 (10.10.11.1) because it has a lower cost (0).

Together this TCP/IP Profile and OMPROUTE configuration file result in traffic being
split between the two controllers. Traffic will come in through Controller 1 and go out
through Controller 2. But if either controller becomes unavailable, OMPROUTE will

make the necessary route updates to restore connectivity through the remaining unit.
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; OMPROUTE Config File -- for RIP-2

RIP_Interface
IP_Address=10.10.11.1
Name=ETH1
Subnet_Mask=255.255.255.0
Out_Metric=0

MTU=1492

RIPV2=Yes;

RIP_Interface
IP_Address=10.10.11.2
Name=ETH2
Subnet_Mask=255.255.255.0
Out_Metric=2

MTU=1492

RIPV2=Yes;

RIP_Interface
IP_Address=10.10.10.1
Name=VLNK1
Subnet_Mask=255.255.255.254
MTU=1492

RIPV2=Yes

Using Virtual IP Addressing

Page 7



Using OSPF

The same TCP/IP profile used for RIP-2 can also be used for OSPF. Following is a
sample OMPROUTE configuration file to support VIPA with OSPF.

; * OSPF configuration
Router|D=10.10.10.1;

Area
Area_Number=0.0.0.0
Stub_Area=NO
Authentication_Type=None;

OSPF_Interface
IP_Address=10.10.11.2
Name=ETH2
Subnet_Mask=255.255.255.0
Attaches_To_Area=0.0.0.0
MTU=1492
Cost0=2
Parallel_OSPF=Primary;

OSPF_Interface
IP_Address=10.10.11.1
Name=ETH1
Subnet_Mask=255.255.255.0
Attaches_To_Area=0.0.0.0
MTU=1492
Cost0=2
Parallel_OSPF=Backup;

OSPF_Interface
IP_Address=10.10.10.1
Name=VLNK1
MTU=1492
Subnet_Mask=255.255.255.0
Destination_Addr=192.188.10.1
Attaches_To_Area=0.0.0.0;

OMPROUTE advertises the last interface defined in the configuration file for a subnet to
external routers. In this sample configuration 10.10.11.1 will be advertised to
neighboring routers as the route for 10.10.10.1. Since both interfaces have equal cost,
OMPROUTE will use the primary interface defined in the HOME list in the TCP/IP

profile for outbound traffic. Using the HOME list shown on page 6, traffic will be sent

out through 10.10.11.2. The Parallel_OSPF statements define which interface will be
used to send OSPF route updates out over when more than one interface has equal cost.
In this example 10.10.11.2 will be used.
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This OMPROUTE configuration file and TCP/IP profile (page 6) cause traffic to be split
between controllers. Traffic will come in to the mainframe using Controller 1
(10.10.11.1). Traffic will go out from the Mainframe using Controller 2 (10.10.11.2).
OSPF route updates will be multicast through Controller 2 because it is defined as the
primary parallel OSPF interface. If either Controller becomes unavailable, OMPROUTE
will alter route tables in order to restore connectivity through the remaining unit.

Link Definition

Following are the link definitions for Bus-Tech’s TCP/IP Passthrough for the examples
discussed in the previous 2 sections.

TCP/IP Passthrough Configuration E3 TCP/IP Pazsthrough Configuration

Channel Configuration:

Channel Adapter: |[4]Bus-Tech FCI ESCOM Adapter j
ESCONPath:  [CHOT LPARD CU3 7|

Device: IDHDD - I

L& &dapter: I['I] Intel[R) 32553 Fast Ethemet LAN Drj
MALC Address Mode: IDBfaull 'I
v Aezign to Host IP Address

10100111 295.295.255.0
1010101 255.255.255.254

Edit | %movﬂ

[ Default Connection for this LAN Adapter

Channel Configuration:

Channel Adapter: |[4] Bus-Tech Pl ESCOM Adapter ||

ESCON Path:  [CHO1 LPARO CL2 =]

Dievice: |D>:2D - I

LAM Adapter:

MAL Address Mode: IDefauIt 'I

v Azzign o Host IP Address

10.1011.2  255.255.256.0
10101001 255.255.255.254

Edlit | %movi

[ Default Connection for this LAN Adapter

|[1]1InteliR] 62558 Fast Ethermet LAN or x|

0k, | Cancel | Help 0K I Cancel I Help

Controller 1 Controller 2

Note that IP filtering has been configured. If each controller only has one LCS
connection defined there is no need to configure IP filtering. You may just leave the
Assign to Host IP Addres$ox unchecked and VIPA will work without entering IP
addresses into the configuration. For VIPA to work properly when IP filtering is turned
on you must include both the controller’s real IP address and the virtual IP address in the
filter list as shown above.
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TCP/IP Direct Connect

TCP/IP Direct Connect provides a Network Driver Interface Specification (NDIS)
compliant driver for Bus-Tech's PCI ESCON adapter. This driver allows a Point-to-Point
connection between 0S/390's TCP/IP stack and Microsoft's Windows 2000/NT TCP/IP
stack (see Figure 2).

subnet 0 subnet 1

TCP/IP Microsoft's
Direct TCP/IP
Connect

TCP/IP
Applications

Figure 2. TCP/IP Direct Connect Overview

TCP/IP Direct Connect allows applications, such as IBM DB/2 Connect Enterprise

Edition, to run directly on an ESCON-attached Windows 2000/NT system and gain

access to the Mainframe over the channel. When TCP/IP Direct Connect is used to create
an attachment between a network and the mainframe it takes on the appearance of an
ESCON-attached router connecting the mainframe subnet to the LAN subnet.

If you intend to use VIPA with multiple ESCON-attached Windows systems running
TCP/IP Direct Connect you will need to use Microsoft's Routing and Rentocssa

Services (RRAS) software on these servers. RRAS is a standard component shipped with
Windows 2000 Server. RRAS is available as a free download from Microsoft for
Windows NT Server.

RRAS provides a router supporting RIP-1, RIP-2, and OSPF routing protocols. VIPA
requires either RIP-2 or OSPF in order to operate properly. Without RRAS installed the
network's other routers will never see the route advertisements from the Mainframe.

Once routing services have been installed both your LAN adapter and TCP/IP Direct
Connect interfaces must be added to the list of interfaces supported by the routing
protocol (RIP or OSPF).
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LPAR Support

TCP/IP Direct Connect is installed in Windows 2000/NT as a standard network adapter.
A single install of TCP/IP Direct Connect supports only one connection and therefore one
mainframe LPAR. However, TCP/IP Direct Connect can be installed multiple times on
the same server with each install providing a single connection to the mainframe. Any
TCP/IP Direct Connect adapter properly configured to the routing service on the
Windows server will support VIPA traffic.

Using RIP-2

Figure 3 shows the Windows NT Routing Service properly configured for RIP-2. Notice
that both the LAN Adapter and TCP/IP Direct Connect have been defined as RIP

interfaces.

5 Routing and RAS Admin - \WSRYR1 =] E3

Server Wiew Optionz Toolz Action: Help
g e feec]mm
=8| B8] === 2]

Q;\'\_SFWW | Interface | Update mode | Send .. | Recai.. | Hegu.
2 LAN and Demand Dial Interfaces (B8 (1] 3Com Fast Etherlink ... Periodic 0 0 0
El‘a _lP__HDUtmg ii [4] TCPAP Direct Connec...  Peniodic

B Summary
-2 RIP for Intsmet Pratocal
Lo B Static Routes
| | I
Ready |The Router |5 Stopped... |Last Refresh: 03054 2

Figure 3. Configuring RIP in RAS

Make sure the TCP/IP Direct Connect Interface is configured for Periodic route updates
and RIP-2 Multicast (see Figure 4).
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RIP Configuration - [4] TCP/IP Direct Connect Ada... [Fl B3

General | Securityl Neighbursl Advanced

Operation mode:

update mode

Praotocol for outgoing packets:

IHIP werzion 2 multicast ﬂ

Protocol for incoming packets:

IFHF' werzion 1 and 2 j
Added cost for routes using this interface: I'I _%

Tag for routes advertised on this interface; I':I _%

Enable authentication

Eazstand; I

ak. I Cancel |

Figure 4. RRAS Interface Configuration

Once RRAS is configured on the NT servers, configure the Mainframe router to multicast
route information to both NT servers.

Subnet 0 , Subnet 1

Subnet 2

10.10.11.2

10.10.11.1

10.10.12.1

VIPA
10.10.10.1

10.10.11.4

10.10.113

10.10.12.2

Figure 5. Sample TCP/IP Direct Connect Configuration
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Figure 5 shows a sample configuration for TCP/IP Direct Connect. Each connection to
the mainframe uses two devices which must be consecutive. For this example device
pairs 300, 301 and 220,221 will be used. Following are the control statements required in
the Mainframe's TCP/IP Profile and OMPROUTE Configuration file necessary for VIPA
to work in this configuration using OMPROUTE as a RIP-2 router.

TCPIP PROFILE

IPCONFIG
SOURCEVIPA
DATAGRAMFWD

Hardware definitions:

' DEVICE VDEV1 VIRTUAL 0O
LINK VLNK1 VIRTUAL 0 VDEV1

' DEVICE DIR1 CTC 300 IOBUFFERSIZE 65535
LINK ETH1 CTC 0 DIR1

' DEVICE DIR2 CTC 220 IOBUFFERSIZE 65535
LINK ETH2 CTC 0 DIR2

HOME Internet (IP) addresses of each link in the host.
HOME

10.10.10.1 VLNK1

10.10.11.1 ETH1

10.10.11.3 ETH2

GATEWAY

10.10.11.2 = ETH1 1492 HOST
= ETH2 1492 HOST

10.10.11.4
Start all the defined devices.

START DIR1
START DIR2

Note that in the GATEWAY section two static HOST routes have been defined for the IP
addresses used for TCP/IP Direct Connect in the NT Servers. These static routes are
necessary to complete the point-to-point connections. 10.10.11.2 and 10.10.11.4 are the
IP addresses assigned to the TCP/IP Direct Connect Adapter in the Windows IP stacks.
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: OMPROUTE Configuration

RIP_Interface
IP_Address=10.10.11.1
Name=PTHRU2L
Subnet_Mask=255.255.255.254
MTU=65525
In_Metric=1
Out_Metric=0
Destination_Addr=10.10.11.2
RIPV2=Yes;

RIP_Interface
IP_Address=10.10.11.3
Name=PTHRU1L
Subnet_Mask=255.255.255.254
MTU=65525
In_Metric=1
Out_Metric=0
Destination_Addr=10.10.11.4
RIPV2=Yes;

RIP_Interface
IP_Address=10.10.10.1
Name=VIPA1L
Subnet_Mask=255.255.255.254
MTU=65525
RIPV2=Yes;

Notice that the Destination_Addr parameter is coded on the interface statements in the
OMPROUTE configuration file. The IP addresses are the addresses assigned to the
TCP/IP Direct Connect Adapters in Windows. Destination_Addr tells OMPROUTE that
there is a Point-to-Point connection to the external router.

Using this OMPROUTE configuration file RIP-2 route updates will be multicast over
both TCP/IP Direct Connect links. If one of the NT Servers fails, the remaining server
will process the route updates necessary to re-route traffic away from the failure.
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Using OSPF

In order to use OSPF and TCP/IP Direct Connect to provide VIPA support, Point-to-
Point connections must be configured between OS/390 and the Windows system.

The following TCP/IP Profile and OMPROUTE Configuration file provide the necessary
connections under OS/390.

- TCPIP PROFILE

IPCONFIG
SOURCEVIPA
DATAGRAMFWD

AUTOLOG 5
OMPROUTE ;OSPF Router
ENDAUTOLOG

PORT
520 UPD OMVS ; OMPROUTE
520 UDP OMPROUTE NOAUTOLOG ; OMPROUTE Server

: VIPA device definition
DEVICE VIPAl1 VIRTUAL O
LINK VIPAILL VIRTUAL 0 VIPA1l

; Server 1 TCP/IP Direct Connect
DEVICE DCON1 CTC 500 AUTORESTART IOBUFFERSIZE 65535
LINK DCONI1L CTC 0 DCON1

: Server 2 TCP/IP Direct Connect
DEVICE DCON2 CTC 400 AUTORESTART IOBUFFERSIZE 65535
LINK DCON2L CTC 0 DCON2

HOME
10.10.10.1 VIPA1L
10.10.11.1 DCON1L
10.10.11.3 DCON2L

; Empty Gateway Section
GATEWAY

; Start the Devices
START DCON1
START DCONZ2
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; OSPF configuration
Router|D=10.10.10.1;

Area
Area_Number=0.0.0.0
Stub_Area=No
Authentication_Type=None;

OSPF_Interface
IP_Address=10.10.11.1
Name=DCON1L
Subnet_Mask=255.255.255.0
Attaches_To_Area=0.0.0.0
MTU=65525
Cost0=2
Destination_Addr=10.10.11.2
Router_Priority=1;

OSPF_Interface
IP_Address=10.10.11.3
Name=DCONZ2L
Subnet_Mask=255.255.255.0
Attaches_To_Area=0.0.0.0
MTU=65525
Cost0=2
Destination_Addr=10.10.11.4
Router_Priority=1;

OSPF_Interface
IP_Address=10.10.10.1
Name=VIPA1L
MTU=65525
Subnet_Mask=255.255.255.0
Attaches_To_Area=0.0.0.0;

Notice that the Destination_Addr parameter is coded. Coding this parameter tells
OMPROUTE that point-to-point connections exist to the external routers. The IP
addresses are the addresses assigned to the TCP/IP Direct Connect Adapter in Windows.
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On the Windows systems TCP/IP Direct Connect is configured as an OSPF Interface.

S Routing and BAS Admin - \WJETTA [_ (O] x|
Server Wiew Options Toolz Action: Help
=8| B8] 2|
=) JETTA
B LAN and Demand Dial I | S5 CRAF nnect Adapter 0.0.0.0 it
Ea P Rauting HJ [5]IntellR] PROA00+ Server Adapter [PILAS4TOE] 0.0.0.0 Broadcast Other
e =) Sumimary
-2} DSFF by Bay Netwo
=B} RIP for Intermet Prote
= Static Routes
( | ol | i3
Ready | The Rauter I: Rurning... |Last Refresh: 0354 PM 2

Be sure to enable the TCP/IP Direct Connect interface for OSPF and configure it as
Point-to-Point connection as shown below.

O5PF Configuration - [4] TCP/IP Direct Connect Ad.__ 5l E3

General |Neighbnls| Alvanced |

¥ Enable O5PF on this interface

Area D ID.D.D.D ﬂ

Router priority:

Costh:

Easswond: I xxxxxxxx

Tupe:
" Broadcast
% Paint-to-paint
& NBA

ak. I Cancel |

When OMPROUTE and the ESCON-attached routers are all started they find each other
in the network and exchange route information.
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Link Definition

TCP/IP Direct Connect link definitions supporting both the RIP-2 and OSPF examples
above are as follows:

Windows NT Server 1

[4] TCP/IP Direct Connect Adapter Properties Microsoft TCP/IP Properties
Link Canfiguaion | IP Acdiess | ONS | WINS Address | DHCP Felay | Riouting |
An P address can be automatically azsigned to thiz netwaork. card
Mainframe |P Address: | 10 . 10 .11 . 1 by & DHCF server. If your netwark does nat have a DHEP server,
ask your network. administrator for an address, and then type it in
Link Description: |ESCDN Link. tor b4 ainframe the space below.
Lirk Type CTC Configuration
Qe Channel Adapter: [12] Bus-T sch PCI ESCON Adapter 7] Adapter
i "
o ESCOM Path: |CHD‘I LPARD CUD j |[4] TCPAP Direct Connect &dapter ﬂ
Fead Device: 0x00 i
o " Obtain an IP address from a DHCP server
|DBufferSize: 65535 : _
Configure ESCOM ... + Specify an IP address
MTL: [iatae )
P Address: .10 .11 . 2
ok | cancel | Apply | Help | SubretMask: [ 255 286 265 0
Drefault Gateway: X X X
Advanced...

0k | Cancel | Apply |

Windows NT Server 2

[4] TCP/IP Direct Connect Adapter Properties Microsoft TCP/IP Properties
Link Configuration | IP Acldiess | ONS | WINS Address | DHCP Felay | Routing |
An P address can be automatically assigned to this network. card
Mainframe |P Address: | 10 . 10 .11 . 3 by a DHCF server. If your network does not have a DHECF server,
azk pour network. adminiztrator for an address, and then type it in
Link Description: |ESEDN Lirnk. ta b ainfranne the zpace below.
Link Type CTC Configuration
oo Charnel Adapter. [[2] Bus-Tech PLI ESCON Adapter =] Adapter
- ESCOM Path: |CHD‘I LP&R0 CUO ﬂ |[4] TCRAP Direct Connect Adapter ﬂ
Read Device: 000 i
" Obtain an IP address from a DHCP server
|0BufferSize: 65535 - :
Configure ESCOM ... ' Specify an IF address
MTL: [=iataea)
[P Address: 0 .10 .11 .4
ok | cancel | Apply | Help | Subrethask: [ 255 255 255 00
Default Gateway: . . .
Advanced...

ak | Cancel | Apply |
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